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UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND 
FREEDOM OF INFORMATION/PRIVACY OFFICE 
FORT GEORGE G. MEADE, MARYLAND 20755-599S 



DEPARTMENT OF THE ARMY 



Octobers, 2001 



Freedom of Information/ 
Privacy Office 



Mr. John Young 
CRYPTOME 
251 West 89"" Street 
Suite 6E 

New York, New York 10024 
Dear Mr. Young: 

a. Your I'reedom of Information Act (FOIA) request of March 29, 2001, for records ' 
concerning various dossiers. Your request was received in this office on April 1 8, 2001 . 

b. Our letter of April 20, 2001, informing you that additional time was needed to review the 
records and we were unable to comply with the 20-day statutory time limit in processing your 
request. 

We have conducted checks of the automated Defense Clearance and Investigations Index and 
a search of the Investigative Records Repository to determine the existence of Army intelligence 
investigative records responsive to your request. 

We have located the enclosed records pertaining to American Embassy Moscow USSR, 

ZF010164W. Wc have completed a mandatory declassification review in accordance with 
Executive Order 12958. As a result of this review, it has been determined that the information 
no longer warrants security classification protection and is partially releasable to you. Fees for 
processing this request are waived. 

Since the release of some of the information deleted from the records would result in an 
unwarranted invasion of the privacy rights of the individuals concerned, this information is 
exempt from the public disclosure pursuant to Title 5 U.S. Code 552 (b)(6) of the FOIA. 
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The withholding of information by this office is a partial denial of your request. This denial is 
made on behalf of Brigadier General Keith B. Alexander, the Commanding General, U.S. Army 
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence 
investigative and security records under the FOIA. You may appeal this decision to the 
Secretary of the Army. If you wish to file an appeal, you should forward it to this office. Your 
appeal must be postmarked no later than 60 calendar days from the date of this letter. After the 
60 day period, the case may be considered closed; however, such closure does not preclude you 
filing litigation in the courts. 

During the processing of your request, information was disclosed which originated with other 
government agencies. This office has no authority to release these records and they are being 
refeiTcd, along with your request for appropriate action under the FOIA, and direct reply to you. 

We regret the quality of some of the pages within the enclosure; however; these are the best 
copies obtainable. 

Wc are continuing to process your request for records regarding other titles you have 
requested and will respond to you by separate correspondence when our action is complete. 

If you have any questions concerning this action, feel free to contact Mrs. Reilly at (301) 677- 
4742. Please refer to case 740F-01. 



Sincerely, 




Russell A. Nichols 
Chief, Freedom of Information/ 
Privacy Office 
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Indicated below are one or more statements which provide a brief 
rationale for the deletion of this page. * 



Information has been withheld in its entirety in._ 
accordance with the following exemption (s) : 



It is not reasonable to segregate meaningful portions of the 
reoard for release. 



Information pertains solely to another individual with no 
reference to^ you and/or the subject of your request. 



Information originated with another government agency. It has 
been referred to them for review and direct response to you. 



Information originated with one or more government agencies. 
We are coordinating to determine the releasability of the 
information under their purview. Upon completion of our 
coordination, we will advise you of their decision. 
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Washington. D.C. 20520 



Case Control No. 20103999 



Mr . John Young 
Cryptome . org 

251 W. 89*"^ St., Suite 6E 
New York, NY 10024 

Dear Mr . Young : 

I refer to your letter to the United States Army 
Intelligence and Security Command dated March 29, 2001, 
requesting the release of a number of documents under the 
Freedom of Information Act (Title 5 USC Section 552) . The 
Intelligence and Security Command referred the attached two 
State Department documents to us for our concurrence in 
their release. We have reviewed both documents and have 
determined that they may be released. 




Sincerely, 



Director 

Office of IRM Programs and Services 
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This report summarizes the experiences of 
Soviet security agents during trips to twenty 



^^^It examines techniques employed, convenient m 



fsuJ-\ 

line Embassy Officer v;ith 
iviet cities in 1970-1972. 
:iods of detection and coping, 
'-•vtet Union. Experiences 
■ ibilities durinq this sane 



and regional differences noted throughout the : 
of other Enibassy officers with different respo 

period will be different and often oven contradictory.. This paper does 
'•Hot purport to present an authoritative overall picture of Soviet surveillance 
techniques; rather^ it seeks to convey one par t'cular" set of experiences 
in order'to provide seme general impressions of the type of surveillance 
which American diplomats may routinely expect throughcut the Soviet Union. 



Survei Hants and Plants 



■ ,■* 
) \ 



1; 
I-- 

n 



I i 



1 .1 



It is a raro trip v/ithin the Soviet Unior vhich transpires withcut rather 
clear evidence of surveillants end at least ore plant. "Surveillants" folltw 
travelers in ordor to keep tabs on them and, uh;-n necessary, to frighten or 
alert locr.l Soviets as to the iirminent dangers posed by the situation. "Plrnts" 
are security agents ivho represent themselves es legitimate local Soviet citizens. 
Tho3' contrive to meet or be met by the visitors and strike up an ccquaintanre. 
More often than not, the primary purpose of tic plant? encountrrcd apporred 
to be sintply occupying the visitors' time, A/hili keeping close track of tho"r- 
activities. Sucli plants rarely probed, remairiiig content instead sinply to 
mal;e note of wliatever interest the visitors tfieniselves might express in 
particular areas. (More sophisticated or comprehensive security methods in- 
volving electronics, provocations and the li!x are beyond the purview of this 
paper). 



Spotting a Sur\'cillant 



a. 



After a brief ex,-»3SUTe in th'e Soviet Union, it is generally embarrassingly 
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easy to spot physical surveillants during trips to the various republics. 
On foot, they tended to follow behind at a distance appropriate to the 
circumstances — closer in a crowd, farther back on ^an -empty street, etc. 
Occasionally they walked ahead of their charges, turning off on a side . 
street after a while only to resume surveillance ffbm behind or to defer ' - 
to partners. Although younger to middle-aged men comprised the majority of 
surveillants, women v/ere also employed frequently. Most republics seemed , 
to include a fair nirmSer of Tocat Tion-Kussiamratlonats iirthess^efforts^.; 
Indeed, in those cases where Russians were used for -surveillance in non- - 
Russian environments, their presence was- painfully obvious. Surveillance by 
automobile was employed often v.-hen covering w.iUing targets (in support of 
surveillants on foot), frequently when covering targets on trolleybus, bus 
or streetcar, and always whfen covering a target automobile. Three males in 
an inconspicuous Volga comprised a typical automobile team. Dress generally 
v/as typically Soviet: an open shirt, often with a^suitcoat, in summer; a 
.fur hat and ordinary greatcoat in winter. On; Soviet surveillant from the 
thick, concrete, double-doored Soviet Trade Mi-ssion.in Helsinki followed 
the reporting officer into Stockmans Department Store wearing typical Soviet 
_c1othing with the utterly incongruous exception of a_flashy blue Finnish- 
scarf. 

Skills at unobtrusive surveillance varied widely throughout the republics. 
As a. general rule, the "larger cities had more adept personnel in this regard 
than the smaller ones, with Kiev constituting ? major exception. In addition, 
the less developed areas -- much of Central Asia, some of the Caucasus, anc 
the more remote autonomous republics — seemed to deploy less discreet 
surveillants, or to care less about possible detection. In general, maintfining 
contact definitely appoai-cd more important than possible detection. However, 
the appearance of discretion remained an impcrtant principle, if not the 
reality. Even in cases where the surveillants must have realized that 
detection v/as unavoidable, they generally retained their composure and pro- 
ceeded as if the circumstances were entirely normal. 



Spotting a Plant 

While there are few cases when one can be absolutely certain either 
way about the b ona fid es of a chance acquaintance, several tipoffs can gre;:tly 
increase tl>c. o?ds in favor of a deliberate contact: • • ^ . 

a) If he meets you, rather than the reverse; on a street, at a 
restaurant table, in a. store or public park. When the initial move is his, 
you may well have a live one. • T ' 

b) If he is placed v/here you can coiTveniently "meet" him; in an adjacent 
theater scat, at a restaurant table near one you have reserved, etc. 
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c) . If he feels free to call at your hotel room is permitted 
to do so), , ' . 

d) If local Soviets nearby suddenly clam up or become tense. While a 
good professional plant might be quite^adej)^a^ pj^aying^his ro^ 

coa l-Tlii'C^ria n.^TKe^ non- 1 niourijrwal tress , the bookstore clerk, or other 
local inhabitant rarely can conceal the caution or "mixed" emotions generated 
by. the presence of local Chekists. The agents may we'll be personally known 
to the locals. If not, years of experience have taught local residents hov/ 
to sense their presence instantly. 

Once contact is made, some additional telltale signs can give an in- 
dication of the acquaintance's true background: _ 

a) His reaction upon learning that he is -peaking with Americans. 
Normal Soviets invariably react with strong and' genuine emotion; usually 
Atith wonderment or incredulity, sometimes blended v/ith some fear; often with 
'delight. For some reason, plants almost to a man seem to fear overplaying 
this particular scene. They pass it by with rai scd eyebrows and a quick 
"Oh?" and then proceed immediately to another toDic, "Straight" Soviets 
s.imply are unable to react so evenly to such news. '"' 

b) A blond, passive friendliness. Virtually all legitimate Soviets 
cannot refrain from puinping Americans about life in the US, mainly about 
living conditions, v/ages and the like. An aequo i ntance who does not press 
on such matters, instead maintaining a frienoly demeanor and peniiitting the 
foreigner to carry the conversation, should be treated with circumspection. 
This is particularly true if, when discussinc any area of disagreemsnt on 
international affairs or other subjects, he speaks calmly, with relative 
disinterest, and with no display of emotion. This is very un-Soviet be- 
havior. Plants evidently are trained to keep their cool, even to an un- 
realistic extent. 

c) Reaction- when nonplusse'cf. In response to questions or stateiients 
which for one reason or another are cmbarra^ing to a plant or to his cover 
story, he curiously tends often to react by'^looking askance and sir.iply not 
answering. Unless the American adds something to the conversation at this 
point the silence can proceed for several seconds. The reporting officer foun'c' 
this reaction from a plant in Alma-Ata to closely parallel those of on In- 
tourist girl in Dushanbe and a Soviet diplonvt (and identified security agent) 
in Washington, D.C. A straight Soviet in a ;imilar position, having no 
different identity to coneea], would have no reason to feel caught off guard - 
by any subtle imputation of his identity. ' 

d) The "simple" Soviet with intelligent eyes. This admittedly is a 

roost subjective criterion, but one which can be usefully applied in some cases-. 
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A plant can face great difficulty in concealing "intenigerit eyes" when 
posing as a simple, dull-witted wcfrker or peesant. CarefnJ attention to 
his eyes may indicate that they simply do not jibe with the role being 
played. They can sometimes betray an intensity, activity, impatience, alert- 
-ftess r-w -*4f>tel4 vgef>ee-'-wMc^»-ffl&pe 4vkely- bol ong fr-t^siwaeone el se . 

The following examjiles demonstrate some of the more common approaches 
encountered: 



Dinner in Baku 



After shooing other locals av/ay from the Americans^ dinner table, a • 
waitress permitted an A.-:eri man to join them. As if this were not obvious 
enoughj this new companion actually had been n member of a t^am v;hich had 
'■"followed the Americans on foot earlier the sa'^^e day. He seemed utterly at 
a loss as to what he should say at the table. When a>ked \ihdt music he 
'liked, he paused, smiled and replied: "1 lik'.: English music." Further con- 
versation clearly revealed that he knew nothiiig whatsoever about the subject. 
This feeble attempt, onj of the weakest ever encountered, may have been 
decided as a result of local initiative on thi; spot at.the last minute. 



Strolling in Yakutsk 



A passerby on Yakutsk's main street stopped the American visitors and 

requested a light(!) Ha. then asked v/here the >'isitor5 were from, and 
im;iiediatGly offered to show them the town. Hii .n they pleased another engage- 
ntent, he instantly and courteously said goodby.?. This same good citizen 
had been spotted 30 minjtes previously on ano^iier street toting a Spviet VEF 
shortvravc radio, the identical model ^ing carried by one of the Americans 
who had a professional interest in VOA reception. 

In Fligh t • * ■ 

A more tubtle approach occurred during a flight between two Soviet cities 
The reporting officer's seatmate held back for some time befare starting a 
low-key conversation. After a few minutes of idle chatter, the reporting 
officer leaned beck deliberately as if to nap, whereupon his "seatmate hastily 
renewed the discussion. In an otherwise virtually flawless performance, he 
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TOde one rather forced attempt to casually elicit interest. Hoting that * 
the American Embassy was located on a "very noisy street," he added that 
it "was not at all quiet like the street of the Sudanese Embassy, for example." 
the SuBahese Embassy~is~ relatively TnTipificant" in' tioscow, only dto Df 
scores, and the Soviet himself admitted that he hrd no connection with that - 
Embassy nor acquaintances there. Ttie reporting olficer, however, had served 
previously in the Sudan, and the Soviet evidently knew this. Meanwhile, 
the Soviet seated next to the reporting officer's American travelling com- 
panion was busy inviting the latter to dinner- at his home ~ a rare event 
within the USSR for Western diplomats, especian .- v/hen proffpred by n sober 
Soviet in a public place abounding with stewarde: ses j;nd otiier witnesses. 

This particular flight vjas the reporting off cer's first within the 

U55R and the Soviets may have ranted to check out a new menber of the 

American Embassy. Subsequent internal flight "conpanions," if present, 
were too subtle for detection. , 



Possibilities for Contacts 



Deliberate attempts to avoid surveillance ani almost invariably counter- 
productive, nevertheless, certain commorjsense prHcedures during trips can 
enhance opportunities for meeting legitimate Sovii'ts on a one-time basis, 
even given the presence of numerous security personnel.* 



Hiring a Cab 



Intourist officials prefer that foreigners hire Intourist cars and 
drivers: it provides convenient close scrutiny, nnd it earns more money. 
Hotel personnel often discourage taxi orders, ajid when they accept tliciM the 
visitor must often wait close to an hour \;hile a iuitable "taxi driver" is 
found. In some cases, truly legitimate cabbies probably are enlisted £S 
"trusties" to keep tabs on the foreigners hiring them. One possible rule 
of thumb: if a cab driver complains about long wiits at stops which earn 
him little money, he probably is a genuine cabbie; if he bears this loss 
in silence he is likely to be an agent or a taxi driver sufficiently compensated 
for or intimidated by the circumstances not to conplain. 

Strolling about "aimlessly" in tovm until finding a taxi stand can 
'usually provide a legitimate taxi driver and some interesting comments about 
life in the area. An offer to pay whatever the mater registers plus a bonus of 
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R 2.00 per hour usually relaxes' and helps open up most drivers. Selecting 

a rea^ txixi is not alwys so^ simple, hr^iever-. — 4n-(v4ev, for e)wmpVe, a 

city not :noted for its subtle survei 1 1<t>cc techniques, a "taxi" suddenly appiared 
from a side street, bulled its way intu.line at a taxi stand, and refused 
to take anyone but the two Amcri_can diiiiorats standing there. A similar 
experience in Baku testified to a corresponding lack ef sophistication there. 



Choosing a Restaurant 



Eating in local, non-Intourist rc:-laurants provides one 6f the best 
c^portunities for meeting local inhabi i mts. However, two approaches ere 
virtually guaranteed to spell failure: reserving a table in advance, and 
mentioning in a liotel room ivhere one pi cms to eat. Even i/a Iking into a 
restaurant unannounced will not always ensure success. Waitresses throughc! t 
the Soviet Union actively attempt to srparate foreigners, from local's, v/ith 
varying degrees of determination largely depending on the location. Thus ii. 
Ashkhabad, tm Turkmeni youths who had the tenerity to sit with tv/o Airiericai.s 
set the waitress off in a fit of rage. She scresmed at them for five minuv s 
nonstop, then rerused service altogether.- The young workers finally beca'T'o 
intimidated and .ipologeticr.lly excused themselves. In Yakutsk, a -shoutinr 
match of the sam; type resulted in a dr -w as the waitress refused to .^erve 
two similar upstarts, who remained sea1"d regardless. By conlrnst, Tbilisi 
appeared more relaxed about such rrottcis. A i/iiiiilar situatiop, induced a 
v/ai tress to politely suggest to a young Georg'an that he might be more com- 
fortable at a different table. When the youth declined, she quietly retrsc'ed." 

The Airh'ne Game, and How to Beat Tt 



Local security officials seem to breathe much easier once Western 
diplomats have departed their turf. Thus, they routinely enlist the assistsnce- 
of hotel personnel to attempt to hasten the departure. In one of the most 
common patterns, the security types ask hotel personnel to tell the visiter; . 
that a flight has been cancelled, is full, or will not land at the original 
destination. The often tremulous expressions and manners of the hotel 
personnel as they play their roles belie the validity of such claims. In- 
dependent checks such as direct dial telephona calls to the airport invaricbly 
confirm the feeble duplicity involved. 

The simplest means of countering such ploys is to politely state that 
it is impossible to depart earlier than planned, and that a subsequent flici t 
will be taken, no matter how long a wait. is required. The reporting officer 
has. eBtploycd this approach many tiroes, and in every instance, the original 
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travel plans subsequently worked out ns the 5->/iets:. "found" extra seats V 
or otherwise recanted their* statements in various face-saving manners. 
In Kazan', the elderly hotel clerk caught in ti)e middle of this game was 

petrified with fear throughout_; In_Alrna-Ataj_bj^ contrast, a j'oun^er In- 

^ourist employee who well knew_the score actu iTy smiled sardonically when 
a nervous hotel official reported that additional seats had been found 
"with great difficulty." 



Provincial Breakdown 



The following chart indicates the relative degree of surveillance noted 
in 20 Soviet cities during the period 1&70-1972. •Duplicate entries seflect 
more than one visit. 



Area 



None 



Surveillance N'oted. 
Light y Moderate 2/ Heavy 3/ Very He; vy 4/ 



Central Asia 
Baltics 

North 

Ukraine 
Caucasus 

Siberia 
Other 



Frunze Alina- 
Tashkert Ata 



Leningrad 
Kiev Donetsk 



Leningrad Leningrad 



Tbilisi 



Irkutsk Novosibirsk Yakutsk 



Kazan' 
Kishinev 



Ufa 

Bel'tsi 



Dushanbe 



Vilnius 
Riga 



Kiev 

Baku 
Yerevan 



Ashkhnb; d 



1. Intermittent coverage; perhaps one "or two on foot; sometimes one car. 

2. Full-tiiiie coverage; one or two'cars. 

3. Persistent and close full-tinc coverage. . • 

4. Blanket coverage; no attempt' at discretion. 

. (Plants also included in .each of above 4 categories.) 
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Central Asia 



Ashkhabad clearly takes first prize for vigilance. Surveillants 

bTanlceted the streeis and lacked 'Ehe abTVity, t1re"dC5tTe7 or"birtfrto~t^te 

eletnentary steps at discretion. R& other Soviet city visited during a 
two-year period could match such a performance. As Turkmenistan often is 
considered the most backv/ard of the USSR' s xonstituent republics, this per- 
haps is not too surprising. Ashkliabad's relative proxiinity to the Iranian 
border and some sensitive military installations nearby also render this 
town less than hospitable to iTestern diploinats. Elscwiiere in Central Asia, 
Dushanbe (the former Stalinabad) contributed moderate to heavy coverago, and 
Tadzhikistan also is generally rated a less developed Soviet area. Attention 
paid by security personnel in Alma-Ata., Frunze and Tashkent appeared more 
moderate, although substantial in comparison vnth some, other parts of the 
Soviet Union. A relatively greater professionalism among surveillance cadres 
in these latter three cities, perhaps developed in part from a higher fre-- 
quency of Western visitors, may help-to explain the differences. 

Baltic -States 



Vilnius and Rija both turned out moderate to heavy coverage. These 
rather unfriendly receptions stood'in marked contrast to the vjorm welcoiie 
afforded by almost all local residents as soon as they learned that their 
guests v/ere Americans. This very v;armth, demonstrated by Western-orientt-d, 
non-Russian nationalities under Soviet control for only three decades, may 
well have been reflected in the concern of local security officials. More- 
over, there appeared to be room for some local initiative in deciding the 
extent any means of coverage afforded. In Riga, for example, only one 
detectable car folloived at a -discreet distance v;!iile the trGvclcrs visited 
various bookstores. After they hjJ called at a cybernetics institute, libv/- 
ever, noticeable surveillance inmcdiately increased. At the second scientifi' 
office visited, security officials entered the same establ ishinent and station'- 
themselves prominently at major office entrances in an obvious and successful • 
attempt to intimidate institute officials. 



Leningrad * 

Like their Baltic neighbors, Leningraders displayed a friendly curiosity 
in their encounters with the Americfin visitors. But Leningrad security 
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officials, unlike their colleagues in the Baltics, seemed largely uncon- 
cerned at tlie threat posed by the Western diplomats during 1970 and 1971. 
—EltJter that,— or their methods of suryeillance_uere far more discreet than . _.. 
those applied throughout the rest of the country. Jn 1972, hov;ever, coverage, 
became apparent beyond doubt. Explanation of this shift is difficult; the 

permanent presence of Americans at the American Consulate General 
Designate, the particular travelers on each trip, and the pre-suimit internal 
vigilance of early 1972 all are possibilities. 



Ukraine 



Surveillance in the Ukraine tended to be heavy,* obvious, and sometfnies 
crude. In Kiev, local authorities appeared more ready to comnit resources 
to routinely monitor visiting American diploniats than in other large Soviet 
cities. The atmospiiere seemed somehow more controlled than usual, and as 
a result many citizens were intimidated from contscts." On the other h.ind, 
a distinct friendliness v/as evident toward Ampricons amonp many Ukreinian? 
of lov;er social station: petty clerks, laborers, peasants; in sliort, those 
with little or nothing to lose from such contact. Concern over Ukrainian 
nationalism and possible harmful contact with Westerners, plus a hard-line 
local KGB Chief, do not render Kiev a hospitable town. Donetsk refleccd 
similar conditions. 



Caucasus 



In the CaucasiSy Tbilisi, capital of. Stalin's native Georgian Republic, 
v/here tliousands rioted in 1955 over Khrushchev '.v denigration of their native 
son, paradoxically offered the least surveillance. Baku and Yerevan boasted 
far more "Stalinist" proclivities in this respect. Coverage in Tbilisi v;as 
provided, to be sure,- including the use of plant:;, but it v/as all done in 
gentlemanly and mojt discreet manner.. In Baku and Yerevan, tails v.ere rrjch 
more obvious. In faku, one middle-aged Russian »/ilh a most distinctive paunci* 
never strayed more than 30 feet from his charges. . In Yerevan, a youny girl 
v/I)o kept appearing in front of or behind her assignments fonoivcd tliein to 
the top. floor of a hotel. When learning to her dismay that her tjuarry had 
decided against stopping to eat there she. blurted out: "Don't you want to 
visit the cafe?" Her cover convincingly blown, she finally disappaarcd, to bf 
replaced by a somewhat nxDre discreet young m?n. 'Also in Yerevan, coordination 
among security, airport and Intouritt officials appeared incredibly v.-eak. 
Inefficiency was most pronounced at the airport, where airltne officials 

! ■ . 
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repeatedly changed their "guidance" for the vis' tors^.Obviously due to con-^ 
flicting instructions. Fear of assuming respon:,ibility v;as to strong there' 
that for 30 minutes no airport official would iven change bangage tickets, 
necessary for a change in flights, without gui('ince from abo'e.. Instead, 
they shwted at each other demamlvng written i»»ftrw;-t4oos, #14 i«- the 
presence of the American diplomats. ■ ' 

Siberia . 



Irkutsk provided a most unusual surprise: no surveil lance v/hatsoever 
was noted there. In Novosibirsk, coverage y;as lighl; in tov/n and very light 
in the academic city nearby. The latter, hbwev r, apparent!/ protects itself 
with rather secure procedures within the varioi : institutes 'hemselves^ In 
tfee much snaller city of Yakutsk, with a substei tial non-Rus-.ian population, 
coverage predictably was moderate to heavy. ^ 

Other ■ ~ . 



The remaining cities visited -- Kishinev ■ nd^Bel'tsy iii Moldavia, Kazan' 
in the Tatar ASSF., and Ufa in the Bashkir- ASSR -- generally lield true to 
form, with light to moderate surveillance. 

Postscrip t 

Alinor.t inevitably, there arises a temptnl'on to spend some extra time 
.and effort. in or^ler to determine whether and t' v/hat extent -.urveil lance 
is present in a ijivon location. Such efforts, cati take ttme way from the - - - 
purposes for which the trip is made, hov;ever, and can also arouse the suspicions 
and anxieties of local security personnel. Tfij reporting ofl'icer decided 
very early in th'3 game to avoid any special effort to make r-uch detciTfiinotitinr. . 
Consequently, tho observations noted above may only tell part of the story. 
It cecms fair to conclude that, under nonwl ci rciimstancPs, the. U.S. interest 
'can bettor be served concentrating efforts on the pursuit of one's various 
objectives during such trips, with the avrareness that one is very seldom if 
ever alone^and tj adapt one's approaches accordingly. 

cc - Embassy Moscow (SY) ' . " - 

JNR/OIL • • • 

INR/RES ■• . ■ - • 

; EUR/SOV - . ' . 

. COMFIDENTIAL ' . ; • . i>:;;^ 
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W.N. Iferbon, First Sncmtary and Sciencj Offio«r, Awrt&bassy iiOSCC.' 

• * . * * * ' « 

. The Becogaition of KGB iSurveillaRts in rfcocow 

~^ ^ For TQUBOQS best knora to the Soviot. Stato Coirk-nittoc for S^ot-: 

•' Security (KGB) I was subjected to intonso s*UrVBillanco tl-irougho'ut raoot .' . 

■ - oT ny tvo-year tour in tho Soviet capital, J-Iast eiioa ssy oJa'iccrc vsnd 
.. to ignore it. Out of boredoa I ctaidiod .tct survoil3.iincc carefuily r.i-id 
-V; began to find that surveillance 'of the surveiHarxo both inxOi^r^-oivc: 

and liscsful. It often provides cImos to prinssry Soyiet corxcm s, rcvc.'.ls 
surveillance of othero, and illu.Tdr^"c.cs certain w eal<r.e3sc;c oi" -U'.i^i 
■ pov;crful organ of the Soviet bureaiicracy. Tho si:u>*cen Qicappcafar;.c c of 
the "tails" of .itself and another cloc oly vratched '5abac3y of i'icfir v;hi2o 
we wore on. an exoxcrsion to i'odol'sk or."olection" day, sucn^^-tt;, for 
..^i czas^ls, ■ that KCS aanpower was engaged heavily "art the "polls". Cccacic-.- 
ally one recosnizes an orstvrhiln "tail" of onc-'c cr.^n follo-.ri-r.^ an ir.poriai 
visi'tor, to whom this fact aay prove •iLsoful crxi ed\xationcl. 

During one general period of inteiis.-: curveillanco :r/ ovrvcillcrj^s 
inexplicably all but v^iched (in August 1971, \>"hen hca'/y vooricir., 
sui'veiiianco of scientific delo^ates in Moscovr, and possibly heavy, 
attention to the ^itich in anticipation of tho 3a tor troTible u'i-'yr. 
may have overburdened the XGB)- Iflirin^ thi.'; thr.ie-^»e p.':rio<"., r.cr.<c\ zz^y 
I vnr. follov;ed on three occiisions, on v;hich they apjCv:rr;ntIJ' fclo -^hcy 
could not afford to leave xe alone, I vfac follcwcd.hach: fror., bu-; not to, 
fiinctions at which I actiially rjbbed shoujders vrlth Soviet ccientictc 
and officials, of scientific institutions. On t^'o of tho3c occr.cio.'.c 
I was foUorfed only to tho Eubassy, and not fs^^si thoro to ir^-r r.r^.-.-t-.r.r.r.t^ 
es thou;>i thoy merely wanted to verify a suspicion xhat i h.'iCi brou;jht 
•' ■ ' " something frctn these functions to the T^nibascy for safokcepin;;. To 

it indicated that a najor concern was that I nay have received cone. 
, " .. ■ . • docu,-3ent or othnririformation frorr. a Soviet scientirrt ericounterod at 

"^^ these functions. They were core distoruffti'ul of thoir cwn pcopl;. than uf 

- ■7---.- To make- any deducticais froK eurvcillanco one aust becc-^iC adept 

. spotting it. It is not difficolt, particularly since it largely 
involves autoznobiles. Russians, ne\>' to autonotive transport, do net cea- 
to be. aware of the "eixth sense" of Amoricar^ regarcing traffic, 

. t ■ • " Sttrveillance by Car 

* Vehicles ; About 05 J>arc9r.t of the yurvcillanco cars war white Volfjr.s. 
^ ; A poor cocond were blue Volgas. Others were quite rare. In good vcnthcr 
^>";8xirv^0ance ears £r» Alxays oXeaii and Aiiy, «s if straight froia. the 
SB i^^ saoh as little dolls . 
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dangling frora the rear-vision irdrror, tpys on the back GhftlT, etc. UiO.-"'. 

.1 never saw a surveillance car trith a cruoipled fend or. Cno hoars '—4. 

reinai'ks fron tine to time that th^ carry double tailpipes to . t 

acccHsmodato a larger inotor, but on the nworous o<;(jasions when I *i 

managed to get bohirid ny surveillance car I did not observo -this, ^ 

Occupants ;Sv>rveillanc6 cai-s never contain old people ^oV childrcsi. *. 
iJone of the mon wear glasses or .sport unusual coiffures (no beards, 
mustaches, sideburns j^ely) . "ho liofficn arc generally bcttcr-?uOokin2 
.than tho average. The chauffeurs are often obvious thugs, but the 
others usually fairly presentable. Kaarly all appc-ar. to be otrjr.ic . ' • 
Slavs (in Moscow at least — my experience with surveillance in ' 
Central Asia vras slight). ,:' 

jjctectioii : ?.UG3ian drivers arc fast, careless, and irr.oatit'r.t. T/rivc 
slowly and look in the rear vision :airror and note xjhothor a car 
behind you, particularly 'any clean white Volga, is also i'-P-"^'-;> -'lov.'ly 
and riaintaiiiing a distance making it difficult fpr you to r^ad his 
platcs>i>'( Before stai-tinrj to drive, clean off you rear v;inJov: and 
side-vie:-/ mirror to .v^ke legibility of their -plates easier). 

Unaware of the natural alortne;-;s of /.nericans to rronute loicsyr.criisies 
of driving, surveillariCe cars i:ill ind-^^a in pathgticaliy obvlou::- 
atte:aptsto conceal thesaselves — hiding behind busses, esie^ging for 
a. brief, reassuring look, and then darting back aicain, 

.Some are ncro sophisticated, but sere still ^asy to detect if you va.tch 
closely. If x-he suspect car t'orns off onto a side street, do not dra;/' 
the conclusion that you ^iust ziave been v.Tong aivi cease v.'atch:j»-;« V.c<,j 
watching the roar vision irirror for a f tf^: KOMcnts anci you rr.sy zc:o -^ho 

sai'ie or an identical car roejRero froia ih:; sa.T.o street after havin;-; 

executed a cfaick U-iium out of sight. The c:.r Might oven co:no out o ' 
PA-^oth^.r side street further along, havirig traveled alor.g a ;-.'-rcll.?l .. . 
:;troot for a fev-; blocks, Tho Shevchenko and rcreahkovskaya ?;:ibero3::naya' 
loading frosj near tho Hi-ibassy to a number of En-ihassy "ghettos'* is • • 
a'tjoical spot for these iinneuvca*s. Tail car*; hero often turn off on"*"',':" ' ' 
Dorogoinilovskaya going south and pass in front of the X.iovskiy Vokr>^;l, ■. • ■ 
returnirig to the Naberozhriaya south of tho Kievskiy Volcsal, ilerc, if ycu 
are held up by a traffic light, he will even coisa out in fr^nu of you ^ — : ■- 
He will speed up to get away. If you speed up he "Mill turn off again to 
get be'nind you — usually at the gasoline statioa jusrt bef ore roachir-g • 
the railroad bridge. 

If you pull over suddenly to the curb , as if to visit a store, vratch 
the Kovencnt of the cars be hind as you do so. If one pulls to the 
curb behind, or in. front, ho is your laan, IX- you arc stopped by a 
long traffic light in light traffic, so that there is no place for 
tho oiurvoillance car to hide, he will usually stop behind you but 
slightly to tho right, so that you ■vri.ll be ur^able to see his license 
plates or the facas of the occupants / 
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SECRKT J 

If you are going to maks a U-tMm on a loflg avenue at tho authorized 
TJ-tupn spot ( ragvorot ), wait iSaitil tho last moment before U5i;te yovsr 
turn signal, looking "in your year-viGion lairror to soe which car bvjhirjd 
follows suit. This is not a sure test, since pjjibas.^ officers are 
often followed by two and even three cars. Tho firct-j^y pass by the 
razvorot az^ leave you to his henchBion behind. Such occasions are 
an oxcelloat opportunity to note the pla^Sc^huaberc clearly, hovever. 

"Vrnen turrJr^i; a coriier slow to a creep. The surveillance car, sudderily - 
finding hin;self a raoj^e 2p yards from his ouairry as he rounds tho 
cdrner, will often panic, Ke will stop, back up out of zxgYit, or, if 
pro23od by trai'fic behind, -clll tate anothor .■itroet^, hcoir/^ to r.^aho 
a quick U-tum in uune, or ho will pull over to tho curb and one of 
•{he occupants v;ill got out as if nalfinr; a puj.chaSG, 

During^-^orue-:p:riods their ability to stay on one's trail i:r. a ;r.;^7,u 
of otirects v;hil2 you ai-o out of their sight for as ir;ach a5 a i.-.ilo, 
is clear proof to rie that ICrbassy car^; arc somctir.ni; fitt<.A-i '.rith 
Knall trar.sniittcrs concealed soma-rhere on the cai- which permit th";. 
curveillant to spot his app30>cL'iiate location with a c±ri\;lo ;rx;i:;:;.r>fi:j:l:-::r 
direction-finding device such as are sold -with certain radios:. 

Second and Third Survaillar.cc Cars ; The;;c are evidence of a Gerious 
atte-T.pt to catch you in sosie iinperrdsGibIc activity and sho'old put 
you on your gtiard to avoid anjr action upon which tho YDB can £ril-.roidc:r 
for one of their periodic "exposes" of "iriperialist spies". Tl-.c]-. csr 
v;ill follow for a tinia and t/ill then be replaced by another, of vor. of 
a differ ont color under such circuisstances. The rapid altornatior, of 
Vehicles nakes it soncwhat inore difi'icult to identify all of t::or:^ 
but with increasing experience one devclotc a '";;i;cth cerj^,:"- It ir> 
an aniusing. pasticio, rel^iJ^iscQnt of Prof, J.b. Iiiiinu's feur.ouc e::p-;rl;-.cnt 
on extrasensory perception, to i-rrite down the plate rnur.bfr of a car 
which your sixth sense tolls you is a surv^^illance car, and the:-! 
check' later- on or on tho followir.g days to see if it crops wo bohii-.d 
again. 



Plate Nos » Carry a Ji x~5 card in the br easi^ poclttt ^id note dov.n — 

plate nuTiibors and brief description (W : v/hito Volga, BV : blue Vol.^c;, 
H^: white Moskvitch, etc.) of those cars positively iccntii'icd, ihv:: 
KjB hotor pool is vast, but tho sane numbers 'vri.ll reappear fror. ti.T.o 
to tiiae, - - 

Cooporation of the ?oiice (Militia): I have frequently seen xrr.fiic 
pollceriien lift thoir portable radio transrcittcrs and speak iLr.tc t'r.un: 
while looking at .Tiy diplctuxtic plates* This and other circunstantiwi 
evidence points to tho fact that they regularly report the location of 
certain diplomatic vehicles , 





■ Surveliinncd Afoot ,;, 

Surveillants : Jivich more difficult to detect in cirbVdsj pcd."strlan 
survcillnnts are riGvertheless conspicuous by thoir incoru; pic iiouii- ' -;. 
ness. Usxraliy yovsn^^y seldo.-a very chort and never very tall, they 
nre chosen for the absence of distiixjuishing facial featiu'on, clothed 
in now-lookinc standard clothes — a black suit and cuiet tie in 
aiinaner, biwm beaver hat and dark blue, imitation -fur lined and _ - . . 
fur collared coats in \»intGr. Tnore sro sonie departures f roa; ohi^ ^ 
hvSiVever, i once had onr. with an orarige shirt — but ho had been the 
driVGr of a stirveill.irxc car seen earlier and pcchaps corr.o b-rio- 
shortas© of ni^n pron;ptcd his use. The wonen aro eojually ''standard'- , 

Pet PC t ion : They can be "siioked out" in crowded streets bv entering; 
scvcri^j^^^ctore^ and cxaniining the surrouTiding shoppers each 'ti-.e. 
In art^^allsries change your pace or even go back to a 'i^s.lJ.ei-y hall 
already passed and note the occupants each tixe, ; ; 

On lei-5 frcquonted 6tr;';cts detection is easy. Turn a fei-.'. co--n;-.rs, ta-;c 
a fciv' short-c"at alloys and thoy nre forced ti follow. Go into a cul- 
do-sac and then reverse direction, AIsp usi.-.ally unia.r,iliar vit-a 
the nei<3hborhood, the "tail" vfill duck into a door^;ay. If none is 
open, 'ho will turn to a locked door and funiblo for a non-ccciotcn^i 
key until you have passed, or he will hide behind a kiosk or other 
handy object, Look at his hiding place for a r^»ent and when he 
takes his pook he ^■rill pop back again. 

Cany a magazine and throw it in a streot ti\-iGh can. Took aroir:d suddenly 
sftf^r goinf; ^0-100 yards and you .T.3y see a ■■uail" rotricvin.-; iv or 
hiding it under his coat. lie oi' his superiors vn.ll probably jcrutini'^e 
overj page for "secret /uc.isages", so r^ke sure your r.a;;az.i:;3 is v.-c;!!- 
illustrated vxith the luxuries of the decadent V7ost —The i;ov? Yorker , 
House and Garden, They love them. 



S m.'voillants sometim es cnrr y cnm nrnn — p pT^ . i r v Tri -i^ly if you a ^i^-y ^— 

one. Pretend to take a pictturo of scr.iG street sceno. Walk on, then 

look back. Your "tail" .Ttay be photographirig the sane scene — ap/^'^rontly 

thoy examine such photos for secret signs of "agents" or some such. 

Peculiarities . Older and niore (ScperieriC ed sjj "tails" will soruoti-aes 
walk along with a non-surveillant pedestrian, o:igaging };ini or her in 
conversation — probably asking diasriy questions about b-asses, otc. — ir. 
order to throw off suspicion by a ppcai'ing €^ b^ in obviously in:'.occ:":t 
coirr-xmy, Sonv, su^veillants carry briefcases axd or s^^ll suitcases. 
In old sections of town v:hero they stand ouy, and Icncw it, they ■v/all: 
briskly to and fro in directions in vrhich you aro not going. They vyo^x- 
walk fast in order to keep up v;ith you in a general sense, hov;cver. 



Tho very briskness of their gait is a telltal^^LiOT. 



Accompanyin,^ Vehicles ; Pedosurxon ctrrveilXants (and there arc 
usually at least t^ro foUcwiBg a siiiglo ^h&osy officer who is 
undei;» surveillance) operate from one or tvro acco.T.panjdng 
vehicles, whidi drop them off and pick tho«. up*;*invC>rder to 
chanso tho faces of the? sxarveiUants before they becorio too far;>- 
iiiar tooyou and also in o^der to take av;ay for qucGtioriinn any 
Russians vho have innocently engaged the li.'ibacsy ofriccr in 
conversation (to ask for a li/jht, to e :cch.in;^e a tcn-r\ible note 
for ten sincles, to propose back .Tiarkot deals etc, — to cito 
a fci/ actual cases), Accoripanying vehicles also carry erctrn 
-'-Gurveiliants around a block into irhich the quarry ha^ cii:;ay.nc,-. - , ^ 
(a block in tho o?i.g scctionsox Moccovf bears a certain ri-;sc;.vol:inc j 
to an ant riiaze), so as to be able %o interco"pt hin v:herevcr he- 
may emerscij: or to follow busces which •'^he quarry has entered,^ 

At the opisra: Usually one or twD ^^oirs CGhihd ths ciuarry; Go:.;ati .-o. 
cveh' alongside. They stand out b^^cause thoy _do .not rene.-ble ■.1o:^".^^l 
theater gocjrs, do not chatt.er gretjariously, and keep the quarry In 
sieht during intermissions. 

-"-"^ H'-^tanrnnt ; Surveillants will usiially secure seats ncax-bV;, 
pos^i&i:; . Somc restaurants arc so ci*ov:ded, ho«'ovor, t;;at thii; 
is impossible. In one such restaxiraitt 1 was twice gecitid by the 
headrfaiter at tho sa;rj3 tabX^, near tho window — c(>nspic\;ou3?cy 
vacant on one occasion and containing only one yoxu)^, r^n on tho 
otiier. On the second occasion I noticed a fardliar ourveiilant 
peer brief ly through ' the -.andow at ise, I susj^oct that this is 
the table reserved for "W'eiitern diplomats. 

In th-^- ?!bte?... Survoillants suffer ir.arcL'r.u:.; c>::?os»irc ^t hotels, >:ot 
only rcast their Vehiclcis) pnrk in a restricted spapo, T.'horo they 
are easily idontificd (liko the ifotel Rosciya), but they nust 

.^ct into tho ca.-no elovator vri.th tho quarry in order not to lo;;e 
him fro?i sijjht, vihcre possible they •.\rill station t;:5:.'.sc?lvcs a-;; 
outside vanta<^c^oijTts_yh^^ 

t;o;^i3e'ntir7^^asito>,^T~TH is usually a si^n that 

the / hotel guest when yoa are visiti::g is also under svrvt-illanoey 

In the Subway ; Get out of yoxsr car suddenly, just before the doors 
close at a station, looldng sidevn.so to see who elso makes the 
suddent break. Or fail to' get on a train, pretendin;-; inr.ufiiciont 
alacrity, after having surveyed the others waiting for tho train» 
Yoxar "tail" will also display a suspicious siugslshnoss'. . 
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DEPARTMENT OF THE ARMY 
STAFF COMMUNICATIONS DIVISION 




PRIORITY 
SECRET 



GROUP - 3 
DOWNGRADED AT 12 YEAR INTERVALS 
NOT AUTOMATICALLY DECLASSIFIED 



131026Z JUL 63 



FROM: USARMA MOSCOW RUSSIA 
TO: ACS I DA . 

NR: C 131 

PASS TO AFiNEN 

Ref my C 129 

At OVS request Urban and Murphy attended meeting with 
Capt First Rank Pasko and Col Yelistratov. Subject was 11 
July incident in ref, OVS returned Nikon camera with empty 
film cas^ette'i^ Capt Pasko stated Li ewer and Smith photographed 
mil objiects and requested Urban to warn asst attaches against, 
taking photos of mil objects. Urban responded with statement 
that his officers understood and complied with Soviet Instruc- 
tions covering photography and refuted that mil objects were 
taken by the officers. In addition, verbal protest lodged 
(A) against action of Soviet militiaman who permitted Sov 
civilian to remove camera from car against the resistance 
of attaches, and (B) violation of diplomatic immunity and 
detention by Sov authorities. 

Pasko refused answer question on propriety of militia- 
mans conduct for reason investigation still In progress. 
He promised to answer Urban':? question after completed 
investigation. ARMA still contemplating fo_rmal written 
protest. 
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1. Maj .Jchn A. Smith and Lt Col Karl R. Li ewe r were 
accused by Sov nil per of photographing mi equTp~TT~L'S Err.b 
auto with dipl plates on the Moscow-Minsk hwy at approx 1800 
hrs 11 Ju.l<.j Ari^ "AKT" was written. After 30 mi.',.;te=, travel- 
lers we re *a 1 lowed to proceed. 

2. Offs were returning to Moscow fr Sno'ie.'ii-t f.-id using 
Leica photographed mil in?ta1, ser 6, TFP 657-62 fr rcadway 

as they drove past. Approx 600 meters further travellers were 
signalled by one uniformed militia to halt. The Le:ca caTiera 
was immed hidden under front seat. 2 (tank) soldier*; carT;e up 
and accused Maj Smith of photography. 3 civ, one with ca^iera 
and one tank Capt caTse up ar.d said they had observed photography. 

3. Scvs deT.anded to see camera and were refused. A 
Fecrr.d Mikcn camera was lying exposed on rear seat. Ail car 
doers were UiCked and US travellers rernained inside. During 
exchange of identification dccuments, with 7 persons milling 
arci'id 3 civilian, unnoticed, reached inside* front left window 
and unlocked rear door. Then grabbed Nikon camera. 

h. An AKT was written up accusing Americans of jnauth 
photo "f equip, witnessed by soldiers, that camera con ?' ^ seated , 
and that Attach es re fus ed to sign the AKT. Afte r detentjcr. of^ 
30 mins travelTers allowed to proceed Moscow. 

5. The confiscated N'jkcn Camera had 6 exposed f--ame- 
taken earl 5er in same day in Snwlensk. These not rep&at not 
part icularly incrimiaat ing. tourist shots of city' were ta i . 
from Gorki Park on high ground in center of city. Col Liewe 
and Sof;ski monument appears in foreground and F0RKRE3T antenna 
in background 1 km away. At this distance with 50 MM lens, 
antQ-.'iae could not be p ominent sub j . Other 2 shots were taken 
from Dank of Dnepr R,ivcr of constr 2,kms away. 
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DEPARTMENT OF THE ARMY 
STAFF COMMUNICATIONS DIVISION 



NR : CI 29 



6. Lejca camera under front seat with exposed film 
of mil objects safely returned to Emb. 

Comment: A. This incident was a staged trap. 
Follow up action by Sovs may be: Press publicity with possi 
ble pictures, protest note and PNG declaration, or no action 
at all. Inclined expect latter. 

B. ARMA plans, subj to approval by ACS!, 
send Vtr to Sovs protesting illegal detention, violation 
diplomatic immunity and demanding return of confiscated 
camera. Recommend no rpt no publicity. 

Fid coord: AMB Kchler 
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DISTRIBUTION BY ORIGINATOR: 

>o} Source was shown pictures of the following Soviet employees at the 
American House in Moscow; but he was unable to physically identify any of the 
individuals as KGB agents or informants. However, based on the giographies 
supplied concerning the individuals. Source was convinced that each was a KGB 
««q;>loyee« 



Mariya ERMABOYA ( laundress) 
Tanara BOGARYREVA (first flow maid) 
Svetana IVANOVA (waitress) 
"Elena SHIRNINA (secmid floor maid) 



1^ 



Lyubov TISHKIN/i (laundress) 



Eleocoia UMAfiEIZ (waitress) 
Zinaida KRROUOVA (barmaid) 



C(MaiENTS: (of Preparing Officer) 



which the 
addition. 
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The circumstances prescribed by the DS agency controlliag S(rnre«, under 
debriefing was accomplished, precluded exhaustive qoestionii^ of him. In 
Source's attitude during tt^e interviews limited elvificatioa of 
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discrepancies furnished by iiim during various interviews, as well as discrepancies 
noted with inforaation furnished from othet sources. 
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OPS FOE dOQB FBOH dOOB 
SSBJ 13 1D900V CITT lOP BSP OUR 166 ZESO VXTS FITB ZEBO BDIS IND 

ion zsao iike tvo pd raocmtEKSR of cxjpt op tmd aug cues issui op 

IBBiI£ T8IB0XI Smm^ Bl ATAL 1SB08GH SUBS AMD 3TBIFE3 DI3TRIBOTD|0 
JD7PICB3 WICH HAKOLB SAXJI OF HSALD TSIBDKB AS VSLL AS AMI B OP 
HP I.TTOAHTK3 BOTH ABUT CM STATS OSPT AID (SS P» XUCT IBBliT OP 



SOT OBG HAS K>T CUD II AST PB M9G fi^ B( CISDD ABOfB 

flW PT IiroO TOSR AOTH TO POBraASB MAP PD ISSQBB OOHPIIAiCB VITR 

ABOTZ 1S3G THIS HQ PO IP lOUR BOB IS K)T ABL£ TO FSLPUL THIS HSB 

DESIRE THIS HQ BE NOTIPIEB SO THAT 
eH0LCTIOI 1« EB TAKSB TO PBOCUBB EBSIBED MAPS THBOUGB OTHBB 

CRABBS13 PB 

101} 2 Aug Issu* of H«r4ld TrlbvM mi —10 at All Sitfs k Strip** 
book stands aad oa sal* at Gcrma a*ws staads earrl*d artiel* abo^ 
isMume* of a mxp of tb* Citj •t IDSOOV to assist trarallsrs t* 
B3SB to Sot polio* asd s*««rlty a g sat l **, Lo* th*** agwei*i 

"^t*r o«^tlig~Wpi-" ^^ was glf HoiaU frll w a*^ sltsd 
laitr to prosvo-tvp eopio* of aap for tU.* Bq» Bpi statad ■* oepy 
of 2 Aaf Borald Tritrat* 1m«* aTalX^l* aad r*q fartlMr Idwt of 
St Off » lis* r*q avtk to pnrebaso aap* T aaw wo h as art ast oaalj 
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CSaiD-SlI 918,1 lat lat 

SOB^Cf t Saffpttot«d •qpifiiugB actlTltgr 

omo* of Him AmUUb* Ctdmi of StaCf, 

TOt Aragr Atta^, AMriotn SiritMungr, Mt woi iw , 



1. Ciarke/f ae/73934 




I* ia.tik th« waLstimo* of tli* Qffio«« (ULtf of OrdsaoM, tho As»lst«at 
Chief of Staff, 0-2 tea dot«ndaMi that ooljr 13 t«aiK«, Vf, HadLaa war* boUt, 
H«M of tfaaaa la ballavwl to hara laft tha aiit»ii Stataa and oalj <»ia la knanm 
t« in axistauM at tba ynmaSk tlMi,^ in tlM Ordiunea IfeMaa at Abardaaa, 
MctTland. Tha othara rmetm aithar aom^pad, or uaad for angiaaaring oKparlamta 
with tba ffic^tltin of ooa liatad in tba racortl m "aspandadf diapoaitlm of ibl^ 
is uhknowiu 

2. So re eord could be found of anj official release of inforsation on tba 
Madltoi Taxik. WJ to tha US8S* Racorda a««rchad indLudad thoaa of tha Intematiooal 
ClTiaion of Anqr Jlervic>B Porcaa vbiok mmtrollad all. mmv A^>artawnt itana f umiahad 
to the DSSK undai^lLaod 'ie«M and ehleb ara noor ia tha cnatodjr of tha Hiatorieal 
Section, AGO, 

3« Interriem of 8<iTeral field grade officera who vera on duty at the ( 
Detroit Tank Arsenal in prodaeed tha infoxaatio^ that tba WJ, Mediw 1 

mak dadLaaaifiad after ita plvdnetloa waa aba nd aaad aad that a Sosaian liaiaoa 
officer who vaa preaant at Datroli Tank AraeuQ. aii^ harra had aecMa to the 
dr»»iBga» Mo offlcag. inte iL i l a « ie d .jraa. of tha ojKLnim tteat tha tessian had be« 
fumiahed thi» data but it ia pbaalbla that taceaiil4 haro pldDad 19 aaah unalaaalflai 
arterial either legltinately or otisereiaa. All officera «bo ezaadaed tha ^rk Ordtf 
fonsiahed I7 JOB, and id» eapr aaa a d m opiaioB, stated that it «aa aladlar ia . 
t^pa to f oxM in xiaa at tba tlaa and appaarad to ba gawaina» la laboratory teata 
or atte^pta to id«xtlfjr tba typevriter- hare beaai aada aa it a^cara hlghlj iaprelk* - 
able that it ia of other than U.S* origin. Cfaa officer atated Uiat a poffj of a 
draftsaa'a vozk <miar veold noAulljr ba ar ai ya d arooad a roll of dbraadBfa to «hlA 
tba ehaneta tharaoa partaiiiadU r' 

of 



^. Chaok 



r 



ijiiU.cataa that no baekgztittad iovaattgatian beai na^ of faia a^t lifa^ 
"llMtad^backgrooad^ im^»atlcati<N» i> l^^g^eowarad^tha^a rlod fr aa L birth to a j a- 
20, *nd vaa^G^riaad to ilatarriaea vitii peraooa eiM*a naiia wire fiuAiialMd b^ 

jSa haa be«t in <*^^^f|f>r|fHh{^>far «^ ■■*7 tAxrn mgi 20, lathiac dmrof^Uttr 
contained in tha istalllAME^i^^af eitt»r Servlaa; 



Date 




•) 

■Si 
16 



1 Inel 
n/a 



FOR THE ASSISTAn: CHIEF 0F STAFF, H 



^feGBAOpUHOUSStT^ 



A. R. BOLLInS . 
ftiajor denerat GS0 
DepuV A, 0, of 64 




DQiJ 




FOB ncORDt Umd iMM m«8 of HUi QLt ^<dB»d for H7» iMtlaB Task vltk 
, -:i QiT «f AST vfaiok dpirtMlUd lU Jl pii||^^ft9«H«l i* X«M VM* HjlM t i inl XI ■ 

BM|Bi«iU«i Ciniral urtt^ok U«t «mI (jiuiitltiM. of •■di 

ftemlAted as «^ aa eanoallad nd anflllad raq^irwAta (fmtUA 19a-45, boKh, 

b« "ProtoodI Filsa" iriiieh coooUia all raqnaata aada bj USSR and OS rapliaa 
tbaivto throng)} lSi49» 



2, BfcD, nagatiT*. 



"'^ 3, (Vdnanoai Mr. H« V. Erana, 8bc (iUyi, -afao is tank raasarch sxpart and vaa 

fasillar with and haa fUaa cm d.1 tank production in Ibrld %r n, atatad that fala 
filea abow that oiHj 28 M7a vara bailt^ thaaa all in 1942. Builder waa IntamaUonal 
Harvsstar Co, Ckmtract No, waa 849* >o indication that USSE racalTod ir7a nor la it 
logieal that thay in^d JiaTa. Othar racorda in offica of Lt. Cbl* J» S« Englar, Ord 
Plaid '^srrica IlT,for €lba 28 Wn vara ordarad acra^pad and aix othara wara daaignatad 
for axparimntal jxiTpoaaa, So racord of ahethar thaaa ixtftructl(»a vara earriad 
out or what happanad to tha raaaindar. Tha racorda ara rar/ akatehy and no ooa 
boold atata with asauranca that the othar tanka vara aTan built, 

4> Ordnanca racorda ahoa tank noa carrlad aa UIK3JISS1FISD and obaolata but no 
inforaation aa to ahathar thia waa tha daaalflcatioa at tha tlaa of afg* 

5, Lt. C<iGU Oaorga T. Caapball, Ord, 71653 had did Ord aalraga raoorda ebackad - 
to attaapt to find what happnad to tha IT? tanka* Thaaa racorda, which appearad to ba 
■ora accurata than tha othara in Ord Da|^t^j[whioh ara imrm conaolidatlona > not orig 

'« raoorda) hava Jbaan uaad aa baaia for>i>aae r i U nndar para 1 of lat ind. Col, Ca^)ball 

fi2«l7 balirvaa bia raoorda ara accurata and that no Wfm want to tha nssi« AH nvra 

in tha US OB 20 Bot 45« Flra ordarad acrappad on 7 Juna 46, I3»diarad obaolaitb 
18 Jan 44. 

6, Ob 24 Fab 50 Lt, Col, F. R, Toong , 0»3f abo workad on task dasign and 
production at Datroit Tank iraaival doling period ahan HJm wara bailt, statad tbat tha 
for« ^lioh waa foraardad \jj th» Moaoov ^paara to be aa authantle, locallj daaignaA. 

, ooa, aiailar to thoaa in uaa it tha tiaa. Ha aald it would normallj ba attaofaad t 

f" to a roll of draainga on alil^^ao||aa^ad_ba«jnda, Iharw waa^^^hiaaiaa iar%fteir^ 

— praaaat-in^BrtroiV^idio waa not glTan fraa run of tha plant bat idia had, aa a 
rapraaantati-TO of an ill^, c onaidarabiLa opportunity to aaf uadaaaifiad sat tar , 
plna argr othar aatarlA in which USSS had an intaraat nmfar L«Dd Leaaa« Lt« Gbi, XavDafj^ 
waa imxf fwilar with tha produoticii of tha H7. Ha ttmiilit all had baan aaaran^adt 
but could not atai« poaitiTalr* ' * 

* c ?< Z J" 

7, CoU C. L. CuBiKLhga, 0^, who waa aLao on datr Oatrait TmUt t,aani1 whiS g ^ 
iri'ia vara baing daaignad and prodaoad, atatad tbat tha kaav tha Bnaaiaa Ln %fic«r baS 
daalt with bin as UtUa aa poaaiblaf, Tha la Qffiaar had a paracsMltj ahieh oaaMi 
■oat pa^Oa to dialika bin. Ha pratandad to not andaratand Bbgliak yrj wall \hA 



57 «iwudb22I3S^»°^^ 




pMpI* around faiB ba31«v«d thai ba was qslW fltHMi% 8Mr ttaoi^ zi|^7 W 'tem&jsm^ 
waa "10." Iba Ruaaias vaa aot noxsally glT«it afl«««a ta daid^ aaterlal.^ to aaj-'* ^ % 
ihiak ctlaaaiflad* Co2^ Owlngi atat^d, bcwvviarf in rapl^ to a dlract quastioA 
by Lt. CeOL* PLarka, thai tibia lo Qfflcar might posaibly hara gottan tha sub>cV 
font at I>9troit« Oaom tha taxdc had baan (tedassifiad and dadaxad obsolata thar«. 
voidd xx>t have bean angr partiealai^aaoa for keeping inforsatid^ on the IT? f roa hia^ 

8, Raaaroaa perswut intarviawad 1^ Lt# Cbl, Plarka stated ttuit the 1*7 waa 
soiM thing of a "laaon" and that vhathar the Rasaiana got the plana legitimataljr 
or otherwisa, thaj did not gat vary mch. Bo ona waa abla to atata t^ith cartal&tiy 
that the US^ did vat gat^ ^leae papera legally* Bo record appears to exist in 
VSashington afaich shows any ^isslan accaaa to the subject fora harii^ bean granted 
by" OS personal* 

9« File check (0-^ and Om) revealed the following conceraing.>£^ 
^ ^ US »avy,(- ) 

a. Navy' lifli ted background" inyestigation Aug 1948* resxil ted in ND finding. 

. b, Bavy^ invest, consisted of interviews Ti lth fathe r of stibject, nel0ibbra 

)an{(^ ^ ot Dutchtown Mo» and ) Chafea, Mo* 

Jfc interviews with adlitary personnel ware included, no interviews with anyo na ^ 
" .1^ has kn known subject since age of 20, He ia now 39 (bom 3^ 

( ) throw-off interviews. All of above were listed by subject* ^ 

^ . . . 

c. Navy reoord of adlitaxy^^ aanrtca as follows t ^ 

' . ■ . O . 

Enlisted Aray 30 Jan 31, discharged Oum) 24 Jan 34» 
Enlisted BEavy 23 Apr 34, reenlisted Apr 38. <0 

%rrant, Kavy, electrician, teaporaxT- liar 44, reenlisted 1946.V 

10, Detroit Twcic Arsenal files: Hegativ«« 

11, K, C, Recorda Center, AQO nagatlw* 

12, Following action was qqt takant 
_a5_J^abJtesta-^-^?apar^iat,^ypinf ato to pro^ t® origin* 



Q 



b. Halhvestigaiion of |^ 

COCRISHATIOBj Surray Sactioo, lotelllgeac* DIt, 0-2, Afij.U.^oy''^''^^^^''j''^^^^ 
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sRAiT8Hur*s vcBK Class ill) era er KKrosicv 

Drawing ntaa)«rt 319^7(9 Date: iror. 12, 19^ 

Sob Joet ; tfedluM Tank, KT - - _ - 

Tile tinBibe<r: *' 

isblef of reaaoa far ciiango: [ ^^^^ 

To ccnplj vlth changes made In electrical lastaUation. 

Text of reTlslom 

Une 2: "7" changed to "V". "21" changed to "22". 
Une 3: "5" changed to "6". 

Une k: "9" changed to "12". "" - 

Lltts 5: "3" changed to "2". "10" changed to "5'^, 
Une 6: "7" changed to "3". 

Une 8: "A213567%;^''A213567S'', "D»^0732B", "ffut lock", "Br.", 
"Coau", "1" added. 
, Une 13: "16" changed to "25"; "20" changed to "29". 
i &?*il.lne 15: "6" changed to "4". 
Une 16; "2" changed to ■"l^•', 
Une 17: "12" changed to "10". 
Une 19: "Jj-" changed to "2". 

Une 20: "HBSX^", "BBSX^^AB'*, "dM)732B", "Hut Safetj 3/8 - 2k W - 2", 

"S", "Co«.", "1" reaored. 
Une 24: "2" changed to "1", Coltom 3: "(1)" reaored. 
^ Une 25: "A231139(l)" renored. 

BerlBlon dat e Nor. 11, I9U2 added. 
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OffU* «r «k» Q«S« MUlt«7 i^ttMi*, f.iMin», I5 jTMt 19I7» 



1^ (3m sxfcmt nu}t 

•wU^Ue or vfect ^gm ^ toi n ft» fUlMb nri«Mi «fftMi« W Blmlrt If 

cmMH *• sttvply» act tlui iMmao* K«tftl. diTMiiTW t« tli» 



tiu» la J2^i«r» ni'^;;!^* • i«tt«ar p«iati«e ^ th« SMd iste 

r9&J^ UiA l«4t*r tiM y»t Imm r wlw i * fr<B mom* 



«»^r^-«^U i,t 1« Is b« '»t3£idarad ^ jt» ^tioR licui U?.)um bgr th» ^ 
.siiiM^ le^'taij^ oa y^tt am^viioam f^euUtXamA is tte i«vi«r ^f^nat t^ Diffi^d 
or <^ £(Uit«« «aUtia«l ibdfi«ar far Qmmear^ l«t»d i T'^mLbs? 1^7 

t, ^jiua.Mt xi^i imo a* {ks* 7) sai th« «;8infticw4 ia «te 

^ iJ&« aifOiOea ft \h»»9 ijp^iM tlw rm^wwi^tUiBf fm 

ijs^ JOSS t^ ffilljwitii ««iawi«»i 

U ^^iafelen ia tte dBlkwa i<MrffliH»» far drvj^piac 
^jlMuPlfiaA steil 4te»Ua0i for I^mkht liroctly i&t« 

dji««Meii« or farvjontiae it to 'AC ^ a^d vifsktaiNi 
«£sr<ic|ga dlyiaw itHa ghtnii>Ui» or <9iSjarsiiaa» iti%be^\ 
^l^aaifia lihtttiitloa tkat tiia WMSts^Ml Af tbit mii 
wr« oliMMi/iwI (Sa» iM» jMra 2$ Unma ^ pt^rm i\ 
3)1 aai«. ia «aa tart»ii—» f^ir M^ariai 
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ttolojpa* ( 
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or nara* tT «ba ftillawtm ««Q««i«% far »t &«^fiaK 
alMtti tha ia tkn 9RUcaa <M»u'ilrlaa ca tiiMi Ue^i^ 

jlUk iCo* totai 27 gMKw SH&iMti s«««ri^ 

^^lorior (Nrriaat ti^tali taaeri^ ^ a^tiaii to ba M» 

•alpaatflai aatiri«a «ri|^tia| 
fir i&ilitarf «ttoc&aa «r 
aitftimc^gi^fMI «a Hite tkM«ir«i 

A) cm— mt tfca fi WMH Bmhii1» EOMi, 
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ffiffM^gtiwit 9«8*« far xA laarS«c IMS 

itci stMto p i i |g ii f l irt dydM»yt« iA 



5» ^d'^ Iff far teasl4t#iMr i^imti^i sail 4o«Ujs«d ^ tt» 

ii3 ^Mtel Wi*m^ m^m^ ttr an JwrJ^ lastr«wii^ 

fi^ki jfir >»iit write ai&«t^ ^ tliiilTiM Pm wAfm 
mOk m mittvT J^c^ llMpevt i&eaU te 



fw ustriiMtiMi u m 4M % lit AiSaism taw«t*« cms** vSNUbi 



l» x«it«r M Jtt«^ iiftfi H 'MHT 

atij p n<i| 4Sfm M •tlM tlfcitttit ft Stait 
t t i ma jo t » aUilivy AtMtt. «m f«rwlt< %r ^ tt«4» 

lUt af iftt f«<t Ifttt mt a ii j i rl iirtl mniMi Hwrtrt ii Htfc «i «ii - 

to »i towitoc ir 
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ii«T mil Itr WiMt fi^^irMlb fUt i lnilit t ^MA 



Ite <£r«^M«t y<fft»Ht % tllMM tMM 

iC mil itiwiilflit MK!9^ «r >ni«fmwMil Dnh tlMt Belfc^sit It 
mtSQffi Vsa HilmUm It DbtU msort it aot tf m i ti awa ftwi<t ii 1% l» ic^srft* 

tlitt« fWtttlrttB t» 4am «4 Iftt t wil a t ytwitTdl* 4i4tf lls« pro^^ 

It wm^mi tMttt oaA •tarfliwttttt utmmiuMtM mt^ mrnfnwm ^ fsOJL iafet 
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rEADQUARTERS 4^ 
COUNTER rr^TELLIGENCi CORPS 219^1 

(430tti CIC DatociiMwiO 

' UNITED STATES FORCES IN AUSTRIA 

AP0 777 U.S. AiMf 

' 4 ifvU 1947. 

3U3JSCTt Irregularltios in Latoral Mail OoaBMoioationa vi^ 
Office of the U.S. MiXiitary Attache,, lidecow. ' 

TO ; A.O. of 3., 0-2, USFA 
Attai Lt* Col* Hoyne 

i* Reference ia made to Inmediate Action letter ASAO-S 

511 "ii^ar Department, the Adjutant General's Office, dated 16 March 
I9A7, aame Subject, classification SSCRST. ■ . _ 

2, There is transmitted herewith a diagram outlining the 
various tranjoissien routes used in dispatchiivg official correspondence 
froa Budapest, Hxmgary; Bucharest, Rumania; and Sofia, Bulgaria to .~q 
Moscov, USSR. TMs diagram also illustrates the variouo places which 
the mall would pass through en route to Moscow,, thus outlining all 
possible points where mishandling cpuld occur* 

5. This Office intends to instigate a coiqilete investiga- ^CZ. 
tion, covering every point at wh-ich irregularities covl l possibly 
occur, fecial Agant Harry J, Pfaltzgraff will conduct the investi- f— 
gations at Budapest, Hungary; Bucharest,, Ruotfuoia; and Sofia, Bizlgaria. 
Special Agent Prank P. Dierickx will conduct the investigations at II< 
Munich, Germany; Frankfurt,, CJennany; Berlin,, Geraany; and Paris, France. 
Both Agents will jointly conduct the investigations at Txilln Air Base, 
Austria and pertinent installations in yienzMi. Austria* ' 

• g2 

4* Present aethods of handling iad.lt: past aetbods of handling 
aail, present and past peraonnol asslgiMd to handle ooiuLl, persona 
reaponaible for the dispatching and reoeiring of aail, directivea fol- 
lowed in handling aail, courier serricea^.. aDdea of tranaaisaion of 
aail, registry raeorda,, receipt reeorda, axid all other aattera pertinent 
to Subject will b* thorotaghly inyeatigated* 



% At the eoncluaion of the laTaatlgalion,, a ooaplete re- 
port outlining the paat and presort aethoda ua«d in. the tranaoiaaioa of 
mall,, discrepancies found,, ajid reooaModations for oorrective aeaaurea 
will b« aufaadtted. , ^ 

6. It ia estiaated that thia inroatif^tion, together with 
final report, will be coa|>leted ost or aboiit ^ Ajpril 1947. . 
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FL0X9 c. asowiBr 

Lt. Ool, MX 
Ohiatr, 010. 



1* - Points wh«r» nail originatod in; kz»m ca«e« of irr«£uIaritios 
In lat«r aall cogBiUDio«.tlons vlth the Office of the U*8. Military 
Attache, )fi> too w, USSR. 

B* Points where prevloiia Inreeti^tlona hare diaclosed irregu- 
larities in lateral aall coomunications vith the Office of the Military 
Attache, Moscow, USSR* - 

0. - Points of suspected irregularities in lateral nail comunica'- 
tions with the Office of the Military Attache,, Moscow,, US^. 
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A. C. OF S.. 13-^ ^L^^^li^ 



SUBJECT 



FROM Bvai8laii*Braii«li 



DA.TE22 Oet A6 COMMENT NO. l >* 
NAME 8 TEL.Col, PH:1^35q7/ate 

,1, .6n Thursday, 17 October 1946, Lt. Colonal fi«bert t. Coffin of thia Branch ^ 
interrlewed a Vr* J. P» Tataoa of the Badger Engineering Compmaj, Uc» liataon had fv 
jnat arrired froa the Soviet l^on iriiere he had been easployed in Orsk aa a con8nlt-> 
ing engineer in the conatmctlon of an oil refinery* Ifr. Vataon aade two tripa te 
Ibacow, one in Jtme 1946 and the other in SeptAdber 1946, Jtiat pri6r to hia return 
t© the Ifelted^tatea ria Finland and Sweden, He waa interrieired by the iaerican 
irqy Intelligence at ihe lioacow EBbaaay during both riaita* Mr* lataon cane to ' 
the Pentagon to report on the nethod in nhich the interviews were conducted* 



V5 



2, Mr. Watson waa moat unfkTorably iapreaaed with the calibor of the Intelli- 
gence Officers in Moacow with whoa he had contact. He felt "they are like children 
when dealing with the MVO.* Ifr. lataon 'a first contact with Aaerican Arsy Intelli- 
genee in Moscow waa through Lt» Colonel Gary H* Schuaann* Colonel Schumann intro- ' 
dttced hin and turned hia over te Colonel Jaaea C* Crockett. Several other Aaterican 
officera had dealinga with or interriewed Jfr. lataon* However, Colonel Crockett 
appeared to Mr. Ibtson to be the guiding influence* 

3. Ife". Watson's first unfavorable iiqjreasion cane during hia firat interview 
in June 1946 when the, interviewing officer aaid, 'Ah, yea, we have already inters 
viewed yota> Mr>. Dooley and Hr, Eaidlton and learned sasy valuable things from them* 
Wo hope you can tell ua as Bucb," Ifr. Watson reMurked to the interviewing officer, 
*rou shouldn't tell ate what other Aaerieana you have interviewed since all we 
American engineers are very close to our, interpreters, and in a aoaent of thought- 
leasneaa or drunkenneaa might happen t0 remark to our interpreter that ao-^nd-«e 
la aupplying information to the J^iflrlean InteUigenee*'* TblK aiatownt. aeemed to 
aurpriae, the officer lAo apparently had no realisation that euch a thing coUld 
happen, nor did he realise, aa Ift*. Ibtaon pointed out, that many of the Aseriean 
civiliana r^alding in the Soviet Obloa do not like each other and in masy oasea 
are aevere rivala* 



5^; 



^ 



_ 4* \)b'. Wataon'a aecond auri»rise came when Colonel Crockett i^ned Mr* Ibtaon 
at^hia rc<>a a^t^^rTfegbpele Hot^ f rom 'ttte mala deak in the Hotel lobb y * Aa 



Mr, Watson remarked, *If I were ever to be of further value to Aaerican Intelligence 
I could not be^aeep in the ccmpaagr^ of Colonel Crockett, who la known throughout 
Moacow aa the Bead of Americas InteUigenee* P Mr* IKitson, la the comfmnf of 
Calone^ Crockett and aevml other officera drove from the Metropele to aa Americaa 
Officers' Clxib which ia guarded by Ruaaian aoldlera amd aerved by fiuaslan civiliana* 
After a fe]r social pleaaantriee, they adjourned to a comer of the dining room where 
the interrogation of Mr* Iktaon b^;an. Me, Ibtaon'a firat and natural reaction 
waa to wonder If there were any hidden aiero^ionea ooneealed in the walla or fumlab- 
Inga neartry* When he ImqaiMtd'abemt this matter hmimm told' by the American offleera fey 
that th(qr <adiadt mnvt about ma/A thiagm» 
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/ •^ 5« The next da7^> ifr."lkt3iTO^^«^ to th« ft>«rfe floor of the Sibiassjr to 
deliver some ]»hotographs^ hid nade ia tbe Orsk area* Is he vas ^ ^e act ef 
passing 'lite |^et;tb:^es^ £^fflcer, aii6ihi»r 'American officer irltk his Biissian 
chauffeiu' valked'li^o^tfa» fplloiidjig this,' Itxfr Officer he i^ 

talking to |f<at Iteros* the ball ^ phone a photographer abouV^aTiAg" the pfaotographr 
wxLargejd, In the jjidst of Ms i»a^e conYerBatlon, he bellewed back across the 



hall, "Oh, 16:. Watson, i^t size do you think those pictures should be enlarged to7* 
Ur, Vatspn's impression m» that the officer's Toiee eould hare been heard blocks 
avaj,^ -tttanks to t}{e vindows all being open la the June hett, 'I>tirlng the June Tisit 
Utj, l|atiK>n iaade arrangepents to hare bis filBS dereloped by the Intelligence 
Officers* v'Sairisg suHaer in t^e Qrsk k^a he photogra^yhed iueaj ferbiddea tiiiisgs 
and finally had t*«ity rolls of film when he 3?etUmed to Moscow in DjBreeasber, %on 
his arriTal on 22 Septo^er he liinedia^ely went to the KUitai^ Attache's office 
«od asked that the pictures be dsreloiM^. XLl aeaory of the June al^angwintC' 
se«ed to hare fled the ainds of the Intelligence Officers and, although be tried" 
idgorously *^ hare' t^e najg^ took then to 

a Russian j^otographlc utbre irtiere they ireire d«iT&op(»d wiljiout censored* 
(Bow, he dsesttH,^ Jcaewa ^- " ['/"■ '■■ 

60 Ifr.' lfetson*s final ^ettLence with the Military Attache's Office ia 
Ifoscow was in Septeaiber 1946, ju^^t prior to his de^rture for this country irtien 
he was taken to the conference reoa where all aoifMsilitary people were interviewed. 
This rooB is at the back; of the Bibassy on tHe fourth floor aiad faces -^e Bussian 
l3eUB.tii;ute across an open arisa about 150 foet wide. There is a large bay window • 
at the end of the roea amd ^e afternoon sun epapletely flooded the rooa with lig^lt* 
Mr. Tatson, as he sat down, reMbrked, *%ose Seusiaas can see rif^ h^e«* th«~ 
aaswM* , given by the ihterriewin^ officedr was, H lot of people squira whea th*y v*' 
first coae into this rooa, We have foe«i meaning to get curtains for that window for 
months, but we haven't gotten around to it yet,* 

7« Te soa^ lfc>* Hatsea's reaction to his treatment^ the American Iatcilligeax|t 
Officers la Ifeseow, he feitliB aa a jsroup they are iacoapetent because ^y 4o 
not protect their informers froa jreprisal ty the Soviet Qovemment* Biey do aet 
seem to realise that they destroy th*^^ value, of imeildaa informant ty aaklag > 
said ihforaant subjept to siadct acirttiuy^^ Sfteret" Ibliee. As a matter of 

fact, Ifr/ 1fetsion*ft»is 'that t^ the liveis'of Amerieaa - 

civilians. ■ " ' • 

8. It is believed that this matter may be of great intereart to the Securt^^ 
Grovep of tbs Sst^^i-genca Qivisioa* ttr, Iptl^a liiy be - qcmtaeted by writiagi 
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RICHARD PARK, Jr. 
Colonel, 

Ch5 - f, ^^ - -^ian Branc^t 



lOtf 



TOP SECRET CONTROr 
A. C. OF S., G-2, DA 



^5 :-\;:g^y:.- ' 



SUBJECTi Cfcnt«cting aj^ Infewr^rwii^^ W 
TO » Chief, Int»illeeao« Pt i lsiuu . , 

1. Rsfereaoe la made to iitliiiiliuJ IffM^ Tab A. dated 22 October 1946, 

A 

5ubjeot» Intexnrit3(w with Hr, J. P, Hatson, . 

2. Atiached ae Tab B is a letter^addressed to all Military Attaches 
""Fiff*^ H'bi ijl "^''i' utmost seoreoy and discretion be used ■wh«r. interviewing 
oivilian informants. ^^'TT'^ a -i-T'/lK/i*^ 5 i\ 

^ Reoomp^ndatifon ; Thw^the ^encll^at signature tab^ o<»v e r i u g l ^ tte c 
i ' tif ei r e d to t- n p a i » a 3 a bov e , b e s i gnwd fei ilis p aiuh to a tii Ma l itnij ALLuulwt 
4, Concurrenoes ; 

Chief Attache Br 
Chief Security Grp 



2 inols 

1. Tab A-IGM-Interview with 

2. Tab B-i RlfJfr^ nitter to Mil's 



Colonel, GSC 




REGARDED UNCLASSinW 

erCORUSAINSCOMFOVPO 
Auth Para 1-603 DoD 5200.1R 





DRAFT 

TOP sECRft^ 'cbttor 

A. C. OF S., G-2 Di 

SUBJECT: Interviewing Civilian Informanta in Foreign Countries ' > "i 

TO "i All lillitary Ittkeh** * Mr//^^ Al^^jJlM- ^ 

1. Security violations have recently ooourred during Interviews with civilian 
employees of American firms in foreign countries. These violations have been 
brought to the attention of the 'ar iiepartment by Individuals tiho feel that many - 

of the besic jirinciples of intelligence security were violated during their iiiter- 
views with Military Attache personnel. 

2. These interviews, in many instances, have been conducted in public places 
with ver^v' little ^^ponsiiterati on being given to cover and deception. in several 
cases names of, civilians* interviewed have been casually mentioned to- o fc h e r a about 
to be interviewed. This has caused considerable concern to American firms emd 
employees, who are generally willing to give freely very valuable information, 
provided that they as a source of such information are protected. 

3. The safeguarding of sources of information is one of the basic principles 
of intelligence and is vital to the success of the entire plan for the collection 
of information. Immediate and continuous action is indicated to insure that all 
civilian informants are afforded the utmost protection. If a civilian informant 

or an agent is compromised, such action will invariably reduce or eliminate his 
useful n»aay_and-1n »f^f11t1nn wnHanfrftr hi » personal wftll-bftipg.' Of equa l importance, 
any compromise of civlllaLn sources through carelessness may well jeopardize the 
confidence in which the Offioe of the Military Attache is held by all sources of 
information. Civilian Informants must be exploited, but In order to do this ef- 
fectively the maximum degree of security consciousness and discretion is required " 
of all attache personnel. 

EXCLUI>BD FROM GfiTJERAL 

REGARDED UNCLASSIRH) ^ ^ ^ ©bcla&«fication schbduui 

ON MAY 2 1997 1h7 

BY CDR USAINSCOM FOI/PO 
Auth Para 1-603 DoD 5200.1R 




4. -^^M* is espeoially tru* in oonnftotlM witb. flBploy»«« of AnerioM buiiness 
firas who ar«, in varying degrees, risking tfa«lr pQ«itic9 In f ortjlfi oouxxbrUc >y ' 



supplying information to the War Department. Tlie -value and- amount ef informat'ioa -: | 
•which the TTar Department oah obtain from employees of Aiaerioan business firms -will ; 
depend primarily upon the confidence which such firms and en^loyees hare in the Wajr 
Department's ability to protect their security as sources of information* In this 

connection it should be borne in mind that there frequently exists a strong rivalry 
between such firms and that financial loss as well as intense, resentaent may 
result if infcrmation ojfetained from one firm is divulged to another. 

5. The classified nature of effecting liaison with civilian infomants must 
be kept uppermost in the minds of all attache personnel. All Military Attaches 
oh^ i «^A take appropriate measures to acquaint their staff with the above, and 5. 
Luipmusaf liaison procedures a*© conform with essential security requirements. 



p^iU^/l^£A,^l^^^^^^A>^^*;^^'^^ EXdUTDd) FSOM GENERAL 

REGARDED UNCLASSIREO 



<,e. ON m 2 1997 

BY CDR USAINSCOM FOI/PO 
Auth Para 1-6CQ DoD 5200. 1R 



JillLlTARY INTELLIG! It' DlVISteffl, G-2 
MILITARY INTELLIGENCE SERVICE 

INTRA - OFFICE MEMORANOUM 



- (FOR USE IN MID ONLY) 




FILE NO. 



TO Chief , Intelligeztoe Group 



5h/Plana 4 Info. DATE 6 Nfc^ 46 COMMENT NO. i 
Control 3r. NAME&TEL.tt Col I.l8ars/5245/fnl 



1, Reference is mad© to Tab A , lOM dated 22 October 1946, subject: Intervieur 
with Mr, J, P, Watson. 

2, Attached as Tab B is a letter, classified Secret, addressed ,1fo all Military 
Attaches ordering that utmost secrecy and discretion be used when interviewing civi- 
lian informants. 

3, This subject is now included in the Military Attache orientation course and 
will included in the Strategic Intelligence School, 

4, Rec ontnend at i o n ; That Chief, Intelligence Group sign the stencil of Tab B 
at signature tab. ~ 

5, Concurrences: 



Chief, Attache Branch 

Cl'.ief, Security Group 



2 Incls 

1. Tab A, lOM "Interview with 

Vir. J,?, ;Vatson -- 

2, Tab B, Stenciled Itr to MAs 




.A 



p. H. LASH, JR, 
C^onel, GSC 
K\'v^T:b4f f . Plans & Information Control 
v\ ^ branch 



r 



CLASSinCATION (IF ANY) 




REGARDED UNCLASSIRH) 
ON 2j8g7 

BVCDRUSAINSCOM FOI/PO 
Auth Para 1-603 DoD 5200.1 R 

CONTINUE ON BACK 



UnittMl States De]»ai tiueiit of St 



nil. 



Wushington. D.C. 20520 



Case Control No. 200200042 



Mr . John Young 
Cryptome . org 

251 W. Sg*"^ St., Suite 6E 
New York, NY 10024 

Dear Mr. Young: 

I refer to your letter to the United States Army 
Intelligence and Security Command dated March 29, 2001, 
requesting 4ft a' ft €i. a . to7;y , re "^d. eM .,.a«;^ release of a number of 
documents under the Freedom of Information Act. The 
enclosed documents originated with the Department of State 
and were therefore referred to us for appropriate action. 

We have determined that all of these documents may be 
released . 




Sincerely 



Margaret P. Graf^ld y 
Director 

Office of IRM Programs and Services 



Enclosures : 
As stated 



(J) 




UHITBD 



Dtar Alex; 




C» AHESICJL 




iofSt«te,RPS/IPS.:Miu|^ r 



I want to "briiTg ttf yoor attention a OJT 
«a|^«!q^ti within the pa»^ f«w w«©ka to appr<j*jslL -moKP'irr — 
oill^ the ataff who reaid* at American Houaa*^. I1» ia - . 
practically certain thii|j these att©»5)ta h«T» nadc 
t)y the same Individual, to view of the contjenta cl ' .e 
notea which have been j^aaed, the available,' de a ^ri pi. iciis 
of the individual^, and th» fact that the attempta wei-O'" , 
all made in the saise aj^#i| of Moscow, near Amerlcait Souae* 
All notea are Bi^^ned "l^i^a", the Huasian diminutlye for 
HikoUl..;.^'. f- . ^ - ■ 

Meaoranda were pr<^|^ared by each of the reclplenta 
of the notea, and copied are being encloaed aa of 
further assistance. Trttalationa of those notea were 
vm&e by I4r» Emory C. SlfilSK^ Second Secretary, in bo 
far aa the poor handwriting can be decipber§d» It ia " 
auggoated that you may vlali to have the not»* aubject6d ^, 
to laboratory ezaiuinatililiv and the orlglnajji are beinc 
enoloaed* In all instaftoea, the ataff meabeifa cCncerned, 
were inatructed not to Itaep the appoint meiiS^.reqti^teidy • ' 
la view of the posaibilfity of provocation ^ aa att'e;!^*^ - 
at penetration. Ho fur*^r action will ba,"fiacen here 
unleaa we are instruct e^T to the contrary* * 

Sin^tt^ty, 





s - 





_ , l«tion ox 
Mr. Duncan* 
V. Statement 




6/ Statomtnt S#fL^ J^^^elr^ 

8/ Statement crf^U. c W«1WMI ^ 

9/ Trans 3a t lo^^;.?**^*"^** 

^oion^ note receir*^ 






IP 



coMFtiasKnAi.~sgcxj!n: 



to 



O 



P- « 1 

.OS 




InSdaat tliatl||(«ic place^JtO?^ *^''w*<»*^'«s*<»iT 



lb.ll© Imlklng frliiJUi* JkaioT3,&«« Hoiybii| jU^^'m' J^&rai „ . 
Legation, *-SoTl6t ci«l'««a ^ -cm It^tU^ p.vy*?^ 
wa« «-:joltl8^ since l*>ifp6k« Kiasl^ l%xj|«fc^|^i^kea.;i^"';. 
I would light his clgitr^tte- M I lUr* *yiD3^ 
of tines before on aftiaa thoroug?irilJ?»i^-|^l||^t^,, 

man's cigarette. Whli« - Hishtlnfr the clgalflrtt^^'lSlii' 
person dropped a smali folded piece of p<fcp^»r iii the 
palm of mi/nssxdl: On piece of paper a oota ima 
wrlttan la"'th» Russia^- 3bangaag©» Traiialatlon of, Ishe 
^^^i note Is as follows; ^ ■ . V > —^^^ • 

•it is kecessabmo kbt TQia^r iKF^*^- »»o 



-1 




{ -2 




rWCRIPTIOH 0* 



WKIOBT: appr* 

AGE : l>etwa#a 40 and 50 jwuri 

HEIGHT: apprcsflWaatelj 5 foet 8 Inciwi^* 
blaclr^' »llGhtly baliii^' 



HAIR: 
DRESS: 



daric ptota, very dlMjri 1si»'^'iSf»^V 



rUILDr . 3tociqr# slightly chubby f*c«;« 



Dcpr. of State, RPS/IPS, MargriretP. Grafcld, Dii. 
( v^rReiease ( ) Exdse.( , ) Deny ( ) Declassify 
Date_J^VJ^i?Jk„Hxemptson „; 




^ 0 P Y 

Deo^. of Stfite, RPS/ IPS, Margaret P. Grafeld. Dk 
(i^fReIeftse( ) Excise ( )Deny( ) Declassify 
Pats WSf,^"^ Exemption , 





2r¥ 



TKAHSLATIOK CP l^JVE RlSCBIVEI) m^^l£lMM 
AJC-U5T aO,_ 195Z^J^iS^^-^_ 



GentlazQsnl i i 

I have handed o 
a letter addressed td'JiPi^ BoJai#n-'tffi^ 
whatsoever from you. 'l^: ■. f ' ' ,4 " 

Once again I req««at you for a meetljag wltlk ao3««- 
one for arranging- matlwrs. If you &i^6|^N> $)sif^_:f;^ 
my position is critical. You will underrawid tNit I 
have a mission from Berlin* M7 daily foj^rwlJag vj^^ 
may attract Russian ol»»et^ation. Theref; 
request today at 2^30 or tomorrow^at 

unintelligible) a gentleBan for a zoBft 

..--1. 

the taxi stand opposIV* the main •;itr«i 
Park of Culture and R««t. I Shall X 
(tvo words unintelllgffetXe) on the Eropotldl^Laky Sift^uak- 
a»nt (Note: Street atf^whloh Ameri««a^ Ho^^ iJ^,}^i^9^$^ 
If you (two worda ani|it«Xliglbla) than 
In tho tvo rooms on 
CihU). I shall b« 




■■■>.■ .3^* 
■ ■ 





COPY 




STATELEIIT OF WARKEH 





^^^^ 

On Saturday, 3 August 3^3, about 6i30 in tl3fi;^Si¥ei3d^ir- %^ 
I left the Anerican Hocuie to go to the Gorky ^iJr^c:-|^i^ 
I started up the 3tep« on the side of the CrijalAn'- - : . ' " 
Bridge, I saw a rian stfcrdln^; next to the wall of . t|ie Xj 
steps* As I passed. hlB, he approached me and aaid' 
"Let-ter, please, letter, please". With this, be 
slipped the attached note into my hands arid turned and 
left. It was dark at this location and I was unable 
to get any view of hia that could help to identify 
him. Ke left liTTnediately . I returned to the Amerlcaa 
House an^^ hidii the not» and then proceeded to Sork;^ f.&rk. 
I turned^'''the note in to Cdr. PALM upon report iixg^ for t 
work Monday a.m* -. '^ 



i 



/•/ Warren C. BI^CHlRKJE* T 



Depfc of State, UPS/IPa Margaret P. Grafeld, Dtt f 
(^yReteiisc ( ) Excise ( ) Deny ( ) Declassify 
\/\ifo-^ Exemption _ 






'.■ '"^c 

..V 



°9tuti: urg«^ yoU^ roproaentativ© today - 

irt }?«0-W^^ I Bh^P. b«.*t Dyxiamo station 

near *foofeb«ll" window H 22, ahall take with, me the 
iBagaiina Crotcpdlle H 35. If not todaj, then dailj at 



this tina^^ 



Collja. 



V 



. Dept of State, RPS/IPS, MaigsjretP. Grafeld,Dk 
7 (please ( ) Excise ( ) Deny C ) Declassify 
Date y^flO<^ . EMmptioa 



^^^^ 



CONFIDENT liL 





C OFT 




STAIIEICNT OF CONNEL JSUKSSTS 




On Sunday 9 Aug«lt, 1965 at about ^5 #^1% rtpton^ 
ing from Gorky Parte bjr myself between. tl!&e sub*^', itiybioft 
and the American Kouoe on the aide streel; j"®"^ 1^^^- 
Main Drive adjacent to the American Hous©> I #i|bJBt€>^|r§r 
by a man betv/een 40 axift 45 yeara old-, m03|i^^y b#*^^^^;^'^^ 
forehead, ruddy complnoted, stocky built ^"aTOtM^ J^^^i^:"^^^^^ 
tall,.. wearing a blue «olled suit wit^ a bl4:-ui©d. ;^^:»dfe^^Ji* 
*?iately red sport shirt* In Russian he me-j^-^ n ^ 

ligM for his cl5arett« and during the pif%i6S3 o-f 'giT-ing' 
hin a lirht I cupped iQr hands protoctin^j^ tfip •= f ia|Efae! fvtm 
the wind and in so doing he dropped a not«^. In my -Uani^'' 
By the time I imd unfolded the paper and r©all»ed-^^^t 
had happejj&d he"' load very hurriedly disappeared" up the 
street . 




I came 



straight back to the American House, con- 
tacted Ralph Clai^k (Art Clark), who reads Russian, and 
he in turn called i.!r» Henry, the First Secretary, who - 
came down to the Amerloan House, read thfiL^ iXi^t^ai ftjgd told 
me to write down idiat Ixad happened, fhe x)ot* Its t-' 

contents was ,<-lven to Jlr« Henry. " * > 



jDwjf. of State, RPS/IP^ Margaret P. Grafeld, Difi 
(i^^Releaje ( ) Excise ( ) Deny ( ) Dedasst^ 
bate Vyyy/jX Rxemprinn ^ 





f Q F T 




TKANSLATIOH OF KOTS 

Urgent contact n«#»«»ary. Today at 

or 2100 - wait at the Itaxl stand oppoalte the 
central entrance to tl^ Gorki Park of Cult urir« 
In ajy Viands the magaztHi (Jrocodlle N 33. 



today there is no repr^iaantative, thaxk X. ahi^l 

place abotffc iOw J^* . 



valt tomorrow at the 

laoo or I4e6 . 

I requaat you t 
fall* If you do not, 
or to Hr. Bohlen. 





lya^ 

nd over t^t|;;QOb^ 



1 report t« y^ili^^iQMiii 



. Deot of Statc,RPS/IPS, MargaretP. ^^^f* 
" (VrWlease-f ) Excis«^ ( ) Deny ( ) I^lssstty % 





c 0 r X 



' ' ,f st,l RPS/5PS, Margaret P. GrafeW.pit 
t^Srr'^B^iseC ) Deny () Declassify 



COKFIDEHTIAt 



TO: Ur. 0*Shatt^lm«as7 

FROM: W. Reynold* 

SUBJECT: Incident 




On August 20, 1963 at 7:20 p. n., i^m^ al^^ped fejr 
a Russian citizen near Kriiaski Most and Aake^-Jter ft. 
light for his cirarett©. As I lit his cig«retfc»^;ii«^.. 
dropped a note into my cupped hands. 

As I v.ras on rny way to the Etobassy, I continQdd 
the journey by,-;.bu3 . Ihen I arrived at Misa Lee'* 
apartme nty^' I called Mr» Henry and made an appointment 
for 9:00 in his office. 

I ehoired iip. Eesaj the note, which »a« wltftlli in; 
poor script on a plaUi white enveldpe. Ve dlacuajled 
the laatter for some tStte and he told ne itp r«%«^:t9^| 
the American House b^jfere 10:00* He tLl»<i: iArSiK^^it* ..^ _ _ 

to report the matter to you In the iac:i?olasj^:--.f:i&^i^^, 

At the present tllie I do not iuttm^it, 
translation of the n<^, but from th« liadL 
the nan wanted me to Met hia-ln Xts^h^ 
at 10:00 that eveniniipdr 10:00 the fb3LIo# 
to diacuBs scxnethlhg lAoat Berlin* 

The following im'^rM l>rief deaorlptioo of tbi 
aa I observed him whijUi lighting hi* oi|^ettlM 
Approjciimtely 5* 7' Sm height; 160 pooad* la 
brown eye a; brown hain't ahiived; ^l^jfckM--^ 
average aa he was wei^fag a-tlr and ttit auit 
jtrljjfed>^ on hlaTaead |i| wore a cap. Hl« »b»^»\'fi^»^.&ti$''^^ 
aandal type (brown). ■ ..0= 





United States Department of State 



IIOII 



Washinglon. I).C. 20.'y20 



Case Control No. 200200531 



Mr . John Young 

CRYPTOME l\\4'^\\^S, 
251 West Q9^^ Street 
Suite 6E 

New York, NY 10024 
Dear Mr. Young: 

I refer to your letter dated March 29, 2001 to the U.S. Army 
and Intelligence Command, requesting the release of certain 
material under the Freedom of Information Act (Title 5 USC 
Section 552) . Five of the relevant documents retrieved in 
response to your request originated with the Department of 
State and were therefore referred to us for appropriate 
action. We received this referral on February 14, 2002. 

We have determined that all five documents may be released. 



Sincerely, 



f<^; Margaret P . Graf eld 




Director 



Office of IRM Programs and Services 



Enclosures : 
As stated. 
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CALL 53 337:i. 



RR RUEHCR RUFHDN 
DE RUEHCR 18FD 3211520Z 
ZNY CCCCC • 
R 171515Z ;;._J^:^-^ 
FM AMEMBASSY/MOS^QiLjD 
TO RUEHCR/SECSTATE wASHDC0628 

INFO rufhdn/amemSassy LONDOTT 

STATE GRNC ^ ; 



ERVICE 



i 

'A: 



LIMITED OFFICIAL. USE NOT 17. 



• • 0 :i 3 8 B^6j 45 • ' 



I, IZVESTIA'S BLAST AGAINST CIA NOV 16 APPEARS BE CLEAR ^ 
"PREPARATION** OF SOVIET PUBLIC FOR POSSIBLE LATER REVELATION 
OF "PENKOVSKY PAPERS-. • ARTICLE BY TROITSKIY SETS LINE THAT, • '' 
CIA HAS REPEATEDLY GIVEN OUT -TALSE INFORMATION AND BEEN CAUGHT 



IN ACTS OF DUPLICITY, CITING AS EXAMPLES MISINFORMATION ON 
INUMBER OF COMMUNISTS BEHIND SANTO DOMINGO FEB COUP, U.S. 
OVERFLIGHT OF FRENCH ATOMIC PLANT, ETC. IT ALSO POINTS OUT 
THAT "NEW SPY SCARE HAS RECENTLY BEEN RAISED IN U.S. AND 
BRITAIN". EXPOSE OF».UK PARLIAMENTARIAN ANTHONY COURTNEY IS 



PAGE TWO RUEHCR 18FD LIMITED OFFICIAL USE ' ^ . . 
DESCRIBED AS TYPICAL CASE WHERE SOVIET "SECRET POLICE" IS 
ERRONEOUSLY BLAMED FOR OTHERS SINS. ARTICLE ENDS ON NOTE 
THAT CIA .AND BRITISH COUNTERPARTS. ARE HIGHLY DISCREDITED .. 
-ORGANIZATIONS WHOSE" EFFORTS ARE DOOMED TO FAILURE. " •. 



A 

■.,.■"! 

K.J 



'•J 




:2. EXTREMELY ACID TASS TICKER NOV 16 COMMENTARY BY MAYEVSKY;54; 
ON PENKOVSKY PAPERS, WHICH NOT REPORTED SOVIET PRESS, CALLS;;:^;?^ 
PAPERS "STINKY CONCOCTIONS", "BALDERDASH," AND "CLUMSY" ^ : ^'W- 
^FORGERIES BY CIA. , HE POINTS OUT ALLEGED ERRORS AND MISTAKES^^? 
OF PAPERS AS PROOF OF; THEIR FABRICATION FOR PURPOSES OF vliia 
^"RAISING. SPr SCARE"^ AND: •:T0;;HEAT.:^NTER^N^ 

decontrol; 

GUTHRIE 
. BT.. 
ACtrON: ' STA 
DLSiTI^^: DCSOPS, € 
DA \U 166529 




limite: 




^7 




^^;^ec»f : available: ' ; ^ 



AO 

'lionipson: mac 



(Oiviliiig Oijice and O'J-.ctt) 

Approved in S/AL 11/15/65 





D:^^ASTME>rr of state- 



^ ..r. , ^ ~ McTTiOrandu^n of ConvQrsafion 

INFO. . . ,CJCS-1 DJS-1 SJCS-1 J3-2 J5-2 SACSA-^ NMCC-1 
SECDEF-? ASD/iSA-5 ASD/I*A-1 DIA-15 CSA-2 CNO-2 CSAF-1 
CMC- 2 FIL£-Uif8)JH/M 




CALL 5333T 



PARTICIPANTS: 



DATE: Nov. 15, 1965 

KIb 01 332 



Publication of the Penkovsky Papers 

RECEIVED WITHOUT GROUP CODE . 

Ambassador AnatoHy F. Dobrynin, USSR 




Llewellyn E. Thompson, Ambassador-at-Large 
Departmient of State 



COPiZS TO: 



s 

u 

M. 
G 

S/AK 
S/AL (3) 



EUR . ^ . 
P ■ 
INR 
S/P 

G/m 

White House 



DOD 

Embassy Moscow 
Embassy London 
Embassy Paris 
CIA 



r 




The Ambassador called at his own request and made the follow- 
ing oral statement: 

. "Moscow has noted the publication in a number of 
American newspapers of the so-called "Penkovsky 
Papers" and a report that these "Papers" are going 
to be published soon in the USA and in England in 
the form of a book. Familiarization with the con- 
tents of these "Papers" leaves no doubt that they are 
a crude forgery concocted in the spirit of the worst 
time of the "cold war. " There is attributed to Pen- 
kovsky a whole collection of stereotyped, slanderous 
fabrications about the Soviet^ Union, its policy and 
Soviet leaders. . 

"The authors of this forgery do not even stop before 
such a monstrous lie as attributing to Soviet leaders 
the idea of preventive war which has actually been 
propagated, as is known, by certain circles in the 
West. \ 
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"At the same time when one becomes acquainted 
v/ith the contents of the "Penkovsky Papers" it 
becomes completely clear th^t they are not simply 
the product of the imagination of some irresponsible 
journalist. American and English intelligence ser- ^ ' 
vices whose agentPenlcovsky was, as proved in the 
. course of the trial against him in May 1963, lent 

their efforts to the fabrication of this forgery and ■ , 
to this entire provocational scheme, 

"In this connection the publication in the USA of the 
above-mentioned forgery and intention to publish it 
as a book cannot be viewed by us other than pre- 
meditated action which is in direct contradiction of 
repeated pronouncements by representatives of the 
Government of the USA about striving for improve- 
m^ents in Soviet-American relations. The responsi- 
bility for the negative consequences of this action 
for Soviet -American relations, the state of which 
at present, even without this, leaves much to be de- 
sired, will rest on the American side. " 

I said I would make no official comment until there had been an 
opportunity to examine his statement. I said, however, I could 
■ tell him on a personal basis and off the record, that when the 
publication of this series was announced, I inquired of our 
people and was told that we had nothing to do with the publication 
of this series. I said I understood that the CIA was asked whether _ ' 
. they had any objection to publication and that they had replied that ~' " 
they had considered the matter solely from the security point of 
" view and from this point of view, had no objection to publication. . 

■ The Ambassador then asked if he could expect an official reply, 
and I said I presumed that he could, : - 
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ShisjtG'^scsa replied ccssld make no official comnts^afr. tsatill, So'-jfiefe statriucsati 
exiamirted bwi: c«ifiitd iiifom Bobjuyain oa ^rsoaal bssis thiSt hed uotl'sisi;; to 
do with piblicatioa, .. ' '-^^^i-Am 
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■^"^ACTIONJ^ SECSTATE'-l.6a5:-fi-iV?.-^-^'v>^^.^v^^ 
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f^'- ^:-:^-"^.v. ' RECEIVED 

USIA , .. . ■ .. .. ...^ , ^- ..... : V 

NSC I. PENKOVSKY.' PAPERS NOW ATTACKED IN LOCAL" PRESS AND GIVEN'AS REASON'' 
INR FOR RESTRICTIONS ON' MILATTACKES (REFTEL), CORRESPONDENTS ARE 
CIA ALSO RECEIVING INDICATIONS HIGH LEVEL ATTENTION BEING GIVEN 
NSA SOVIET ^50VES. WINSTON («C6RAW-.HILL) WAS' TOLD BY SOVIET . : 

™>tJEWSMAN MATTER BEING DISCUSSED IN CENTRAL COMMITTEE AND SOME. . ; < 
IN CO ADVOCATING RETALIATION AGAINST US GOVT. INFORMATIONAL. 
ACTIVITIES, INCLUDING CESSATION AMERIKA DISTRIBUTION OR RESUMPTION 
JAMMING VOA. WINSTON STATES SOURCE PREVIOUSLY PASSED INFORMATION 
RSR BUT OF MORE MINOR NATURE. WINSTON PLANS REPORT ABOVE/NEXT '-i^^-MM 

: ■: -.WEEKS BUSINESS -WEEK.- ' . ^■ 

■■. • . ■ ■ • . .■ ■ ■ • . ■ ■■• : - 

ia. ROSENFELD REPORTS THAT SOVIET ACQUANTANCE WITH "PRETTY 
IGOOD CONNECTIONS" TELLS HIM POSSIBILITY ROSENFELD EXPULSION f ■ '0^:^^: 
iSTILL UNDER ACTIVE CONSIDERATION. .SOURCE SAID FONOFF PRESS '-^l^'M-^ 
;; 'SECTION OBTAINED CC APPROVAL FOR THREAT AGAINST ROSENFELD, ■■ v^iM 
: : .;aSSURING CC THIS WOULD ACHIEVE RESULTS/ NOW .THAT WASHPOST 
^ , 'DEFIED PRESSURE CC CALLING FOR ACTION. SOME UNIDENTIFIED PERSONS - A 
=IW FOMOFF REPORTEDLY OPPOSING FURTHER ACTION ON GROUND ' UNFORESEEABLE 
■ ^CONSEQUENCES AND PAPERS ALREADY DONE THEIR DAMAGE. ROSENFELD 
> : (KEEPING IN TOUCH WITH SOURCE. (DEPT PRESUMABLY aWARE POST , EDITOR 'V/;? 
'VIIGGI.N SAW DOBRYNIN AND EMPHASIZED SERIOUS VIEW POST WOULD r-x^T^^r: 
TAKE TOWARD UNJUSTIFIED ACTION AGAINST ROSENFELD^ LATTER. REPORTS V-C 
WIGGIN MAY BE PREPARED' RELINQUISH BUREAU IF , HE, CONCLUDES CAN A): i • 
^ONLY BE CONTINUED ON -SOVIET TERMS.- .;..^v.>:-;f;,^i';:- r:v. .W:" 

;6uthr.ie2E£S^ 
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